.NET code hot reload

Aca,qynnMH

Dweé/t%m

Ya

FFFFFFFFFF



UTo 3a «Code hot reload»?

e OOHOBMEHME KOOa NPUNoXeHns 6es3 nepesanycka
9TOro NPUNOXEHMUS.

e .NET Framework (4.6 +)

e Hapgelocb Takme cnoBa Bac He nyraror:
CLR, MSIL, Assembly, ykasaTenb.



DirectumRX — ECM-cuctema

Hepasrune AOKYMEHTbI

© & https://localhost/Client/#/Folder/2 140% seo f| | Q Mouex
= Hckame 8 MOOY/ISX... + Cospatb ¥ =l Otkpbith kapTouky / Pepaktmposath Y ounetp & Ooctyn v o3
> Bxoaswme =
O bronsu HezsaBHMe JOKyMEHTb
> Wcxopauwme
Uckame 8 cnucke. Januceii: 7 | & [§  Cerognsa 3a 3 gHA 3a 7 pgHeii
Sﬁ? M3bpaHHoe
@ WUmad
T
[} HeaaBHwue goKyMeHTbI
— (] Cxema nybavkaumm DT
L@ HeaasHwue 3aganuna
Peanvsaumsa pexviMa yepHoBuKa peaaktope cxembl WF
@ MpeanpocMoTp AOKyMeHTOB B Bebe
N O6Lume nankwu
- = &) MpeanpocmoTp AokymMeHTOB B Bebe
[MpoekTbl .
Moanucka Ha cobbITMA TUNOB CyLHOCTEN B MOAY/e
EnE i
~ aas Moaynm Sungero overview
[lenonpounsBoacTsBo DirectumRX 3.2 aHanus cnpuHTa 3
[lorosopesl
MNpoekTbl
CoBellaHna
®uHaHCOBbIV apxvB




DirectumRX Development Studio
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| [TpuknagHas paspaboTtka DirectumRX

JlokanbHbIU cepBep

NMPUOXEeHUn
/Development Studio (IDE)\
. HoBbil Deploy (d||)) MNpuknagHom Koa
NpuKnagHou
KOA Kog nnatdopmbl
€ < (framework)
compile 'T‘

T restart




3ayem Ham HotReload

JlokanbHbLIN cepBep

/Development Studio (IDE)\ rPHTONERIE
S Deploy g [TpuknagHou koA
NpuKnagHou
KoA Koo nnatgopmbl
€ 4 (framework)
compile T

'T‘ restart




| |EI,OI'IOJ'IHI/ITGJ'II::HI:>Ie OorpaHN4eHnA m

)

MnoxXelriaHn4A
e EcnunomeHanack cTpyktypa b, ogHum HotReload
He 0bONTUCH.

e HotReload n otnagka B Dev Studio (breakpoints, watch).

e [logxoguT n gna cepBepHOro, N Anga KNUEeHTCKOro
Koga
Hac ecTb Desktop-KINMEHT).




OcHoOBHasa noes

e [130aBUTbLCA OT Nepesarnycka cepsepa.
e BcTpaumBaTtb Ko HanpsamMyto B paboTatoLee

MPUIoXeHne.
JNlokanbHbIN cepBep
NMPUIIOXeHUN
/Development Studio (IDE)\ [MpuknagHou koa
IcxoOHUK 'T‘ inject
HoBbIn AT a J
NpVKnagHou koA >  Kop nnatcdopmsbl

< V)  Assembly




PeweHna B nod

e Reflection — LoadAssembly
(Shadow Copy Assemblies)

e Managed Extensibility Framework (MEF, VS-MEF)

e Mono.Cecil
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PelueHunsa B nob. Npobnembl

e He noBnuaem Ha yxe CyLLIEeCTBYHOLLME B NaMATH
OOBbEeKTHhI.

e HoBble 00bLEKTHI, CO3aBaeEMble YePE3 new OyAyT
CCbINaTbCA HaA CTapble TUMbI.

e B cny4yae ¢ MEF npuknagHou Kkog npuaeTtcs
nepenucaTtb 0cobbiM 0bpa3om (aTpubyThl,
MHTEPMEUCHI).

(@5
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Emit

CodeDom — komnunauua C# B

Assembly cpa3y B namMATb B

AppDomain.

Emit — reHepaum4 IL-koaa.

a

€

Development Studio (IDE)

HoBble
npuknagHble
UCXOOHUKU

N

CH

JlokanbHbIN cepBep
NPUNOXeHUN

[MpuknagHowu koa
A

compile emit

Y

4

[TnaTtdopma
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Emit. [pobnemsl

e Emit paboTaeT Tonbko ¢ DynamicAssembly.

A npu komnunaumm CodeDom’a Mbl Nony4Yaem
OObIYHYO Assembly.

e YT100ObI «3aBEeCTU» ANHAMUYECKMNI KNnacc,
HY>KHO BbI3BaTb Y Hero CreateType().
OTO ONOKMPYET ero ganbHenne mogndukaumnm.

(@5
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Edit and Continue

e BcTpoeHHbIN B Visual Studio XUTPbIK MeEXaHU3M,
reHepupyroLmMn HEKOTOPbIE AENbThI.

e Ob6LwenocTynHoro API HerT.

e [laxxe B camon VS MexaHu3Mm He paboTaeT B psafe
cryJyaes.
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A

Method Inject CLR Injection: Runtime Method Replacer
vl Ziad Elmalki Rate this: Y Y e Y I 4.99 (44 votes

23 Jun 2009 CPOL

Replace any method with another method at runtime. Updated for 3.5 SP1.

Download source code - 86 KB

INntroduction

| have always been interested in the internal workings of the CLR. One thing of particular
interest is the Just In Time Compiler or JIT. Today, we are going to look at how the JIT
compiles MSIL, and create a utility that allows us to programmatically replace any JIT'ed
method with another method at runtime. We will also create a debugging utility that will
intercept JIT calls and print diagnostics information to the console.

15 v
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I Method Inject v1

CyTb — 3aMeHa ykasaTtens Ha MeTof.

MethodInfo methodToReplace = ...
MethodInfo methodTolInject = ... ;

unsafe

{
long* target = (long*) methodToReplace.MethodHandle.Value.ToPointer();

long* inject = (long*) methodToInject.MethodHandle.Value.ToPointer();
*target = *inject;

B peanbHOCTU YyTOK CIIOXXHEE, MOTOMY
YTO HAOO YYeCTb x86/x64,
Debug/Release.
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! Kak xpaHAaTca onnucaHmna knaccoB B .NET

Objectinstance
3arofioBoK
MethodTable {
MethodTable ptr — > Console.WritelLine(1);
}
Field value 1 : ne
, ToString() ptr o) €
Field value 2 Equals() ptr Ha cal;c KOHeqHO
mym

MyMethod1() ptr
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| Method Inject v1. CyTb

Objectinstance
3arornoBoOK
MethodTable
MethodTable ptr —>
Field value 1 :
Field value 2 Tostring() ptr

Equals() ptr

MyMethod1() ptr

{
}

{
}

Console.WritelLine(1);

Console.WritelLine(2);
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Method Inject v1. [lpoBepaemM Ha NpakTuke

e EcTb aBa knacca...

Target

TargetMethod()

<

@ Injection
S

- InjectionMethod()




Method Inject v1.
[IpoBepsaemM Ha NpakTuke

WinDbg + SOS

cxonoHbi MethodTable

TestClasses.Target.Test()
TestClasses.Target.TargetMethod()
TestClasses.Target.get_Value()
TestClasses.Target..ctor (System.String)

20

2

"D:\work\protos\Hot reload\ConsoleApplication2\bin\Release\ConsoleApplic

File Edit View Debug Window Help

B @B =sfHAn e O HREUEOREOCIE
Command

9:000> !Name2EE TestClasses.dll TestClasses.Target

Module: oeBe7ffcle745bf0

Assembly: TestClasses.dll

Token: 2800000002000003

MethodTable: 20007ffcle7462f0 ——

EEClass: 00007ffcle8d46f0

Name: TestClasses.Target

9:000> !DumpMT -md @0R7ffcle7462f0—==

EEClass:

Module:

Name:

mdToken:

File:

BaseSize:
ComponentSize:
Slots in VTable:
Number of IFaces

MethodDesc Table

20007ffcle8d46f0
00007ffcle745bf0
TestClasses.Target
2000000002000003

D:\work\protos\Hot reload\ConsoleApplication2\bin\Release\Test

ex18

oxe

3

in IFaceMap: ©

<

Entry MethodDesc JIT Name
00007ffc7c5dceed 8ee7ffc7c137fb8 PrelIT System.Object.ToString()
00007ffc7c6440f0 BOOO7ffc7c137fc@ PrelIT System.Object.Equals(System.Object)
00007ffc7c6b4490 @BRO7ffc7c137fe8 PrelIT System.Object.GetHashCode()
00007ffc7c601390 BROO7Tfc7c138000 PrelIT System.Object.Finalize()
20007ffc1e850880 @BBR7ffcle746298 JIT TestClasses.Target.Test()
007ffcle8508d0 0@RR7ffcle7462a8 JIT TestClasses.Target.TargetMethod()
cle cle estClasses.larget.get_value
00e07ffcle850820 0RB7ffcle7462c8 JIT TestClasses.Target..ctor(System.String

fijo: 000> |

Ln 0, Col
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Method Inject v1.
[IpoBepsaemM Ha NpakTuke

MethodTable nocne Inject

TestClasses.Target.Test()
TestClasses.Injection.InjectionMethod()
TestClasses.Target.get_Value()
TestClasses.Target..ctor (System.String)

2

"D:\work\protos\Hot reload\ConsoleApplication2\bin\Release\ConsoleApplica
File Edit View Debug Window Help

= DR HE e O DENEDREO0E
Command

20007 fcle850880 @BBR7ffcle746298 JIT TestClasses.Target.Test()
00007ffcle8508d0 00RB7ffcle7462a8 JIT TestClasses.Target.TargetMethod()
00007ffcle8500b0 GBOO7ffcle7462b8 NONE TestClasses.Target.get Value()

000071 fc1le850820 00RB7ffcle7462c8 JIT TestClasses.Target..ctor(System.String)
0:000> g

Breakpoint @ hit

00007ffc” 1e85093e 90
9:000> !DumpMT -md @08807ffcle7462f0

nop

EEClass:

Module:

Name:

mdToken:

File:

BaseSize:
ComponentSize:
Slots in VTable:
Number of IFaces

MethodDesc Table

eoee7ffcledd46fe

8ee87ffcle745bf0

TestClasses.Target

2000000002000003

D:\work\protos\Hot reload\ConsoleApplication2\bin\Release\Test(
8x18

2x0

8

in IFaceMap: ©

Entry MethodDesc JIT Name

00007ffc7c5dceed 8ee7ffc7c137fb8 PrelIT System.Object.ToString()
00007ffc7c6440f0 BOOO7ffc7c137fc@ PrelIT System.Object.Equals(System.Object)
00007ffc7c6b4490 @BOO7ffc7c137fe8 PrelIT System.Object.GetHashCode()
00007ffc7c60f390 BRRO7Tfc7c138000 PrelIT System.Object.Finalize()
20007ffc1e850880 @BBR7ffcle746298 JIT TestClasses.Target.Test() |

007ffcle850b50 0RRO7ffcle746500 JIT TestClasses.Injection.InjectionMethod(]
|0B007TTcle8500b0 @PRO/TTcle/462b8 NONE TestClasses.larget.get value() |
00007ffcle850820 @ORR7ffcle7462c8 JIT TestClasses.Target..ctor(System.String)
< m
l0:000> ||

Ln0, Col 0
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Method Inject v1. [JlononHuTenbHble paboThl

e CpaBHUTb NpUKNagHble MICXOOHUKM N HANTU
M3MEeHMBLLUMECa MEeTobl.

e [lepenarb MCXOOHUKM METOOB Ha CepBep.

e Co3aaTb HOBbIN KIacc, 3aCyHYTb B HEMO METOAbI U
CKOMMUIMPOBAaTh B NaMSAThb.

e Hawntu ctapbin metoa n cgenatb Methodlnject Ha
HOBbIW.
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I Method Inject v1. [1TPOBJIEMA!

(@ [TlpekpacHo paboTaeTt

NoKa Mbl HE BbI3Banu noaMmeHsaemMbIn MeTo,.



| Method Inject v1. MTPOBIEMA!

———————————————— > compileMethod

MethodTable '\ Write jmp
A ) to jitted code

24

/ Stub e
MyMethod1() ptr

Code ptr

}

native machine
code

Console.WritelLine(1);
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Method Inject
V2

< - C @ © & hitps:;//www.codeproject.c B 120 - U I @ =

A

NET CLR Injection: Modity IL Code during
Run-time
Jerry.Wang Rate this: ***** 4.98 (237 votes)

7 Aug 2014 LGPL3

Modify methods' IL codes on runtime even if they have been JIT-compiled, supports release mode /
x64 & x86, and variants of .NET versions, from 2.0 to 4.5.

Latest binaries and demo (471KB, Last Update:2014/08/08)
Latest source code (4.8MB, Last Update:2014/08/07)

Previous version binaries and demo (3.8MB, Last Update:2012/11/05)
Previous version source code (4.0MB, Last Update:2012/11/05)

INntroduction o

<




Method Inject v2

public static class InjectionHelper

{

public static void Initialize()

public static void UpdateILCodes(MethodInfo method, byte[] ilCodes)

26



Method Inject v2

_________ » compileMethod

< |

|
MethodTable \ Write jmp |
A I' to jitted code E
) ,
//
MyMethod1() ptr

Code ptr > L




Method Inject v2 @
/ -\hook

MethodDesc.Reset() »

_y compileMethod

|
MethodTable \ Write jmp

A I' to jitted code
/
‘/
</
MyMethod1() ptr
Code ptr > L

MethodDesc
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Method Inject v2. INpobrnemkn

e HopmanbHO 3apaboTano TonbKo
Ha .NET Framework 2.0 - 4.0

e |nline ManeHbKNX MeTogoB.

e Jlesem BHYyTpb CLR.
CnuLKOM pUCKOBAHHO ANA npogakLueHa.
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[laBanTe BCMIOMHUM, C YEro Mbl Ha4anu

e EcTb nnatgopma.
e (OHa ucnorHseT NpuUKnagHom Koa.

e Mbl XOTUM NOOMEHATL NPUKNaaHOW Koa.



31

YT0 32 NnpuknagHou Koa?

ServerHandlers

BeforeSave() Document

ClientHandlers

Showing()

AfterSave() \

Name
Author
Created

ServerFunctions / e
knaco
ServerFoo() amorgupyemc

\ ClientFunctions

ClientFoo()



Class swap

e [lnaTtdopmMeHHbIN Ko co3gaeT npuknagHble OObEKTDI
(Dependency Injection).
e He Bo3mmca c MeTogamn — 3aMeHseEM cpa3y BeECb OOBLEKT.

(?IDocumentlServerFunctions

Documentl IDocumentlServerFunctions DocumentlServerFunctions

Name Foo() Foo()




33

Class swap

Documentl

Create
ServerFunctions ()

AppTypesManager

ﬁ) IDocumentlServerFunctions

DocumentlServerFunctions

Foo()

Implementation
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Class swap

Documentl

Create
ServerFunctions ()

(? IDocumentlServerFunctions

DocumentlServerFunctions

Foo()

AppTypesManager

-~

C#H sources !

.

-

-

-~

>4

-
-
-

’ Create type
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CIaSS SWad p ﬁ) IDocumentl1Server

Functions

DocumentlServerFunctions

Documentl Foo()

ﬁ) IDocumentlServerFunctions

DocumentlServerFunctions

Create

>

Foo()

C# sources | >m

7

-
-
-

-

e Create type
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3akno4yeHume

e B npoaakilueH 3To He noLno :(
[lennon mbl yCKOpUnn nHaye — onTuMmsayuu.

e llccnenoBaHua — KpyTo.

° I'Iorpy>|<eH|/|e B Ae€TaJlM UHCTPYMEHTAa — NHTEPECHO.
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()

e .netcore
e JIT disable

e (Custom .NET CLR



THE END

AcagynnuH

Dlrec}/tFt)Jm

¥ehenik@bk.ru




CcCbINoYKn

e  Methodlnject vl
https://www.codeproject.com/Articles/37549/CLR-Injection-Runtime-Method-Replacer

e  Methodlnject v2
https://www.codeproject.com/Articles/463508/NET-CLR-Injection-Modify-IL-Code-during-Run-time

e  EasyHook
https://easyhook.github.io

e Ortnaaka WinDbg + SOS
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/debugging-managed-code

e .netcore
«How to use and debug assembly unloadability in .NET Core»
https://docs.microsoft.com/ru-ru/dotnet/standard/assembly/unloadability




