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CNY)XBA MOPCKOU BE30MACHOCTH

Mopckas kubepOe30ITacHOCTb.

Hosoe 3a 10 mecsmes.
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Henctaytowue aokymeHTbl UMO no kubepbesonacHoCTH B MOpCKOW oTpacnu
(no coctosinuio Ha 02.07.2021)
HasBanue nokyMeHTa (OpuruHal) Hara Ha3Banue nmokymeHTa B mepeBoie
MPUHATHUS
MSC Resolution: MSC.428(98) 16.06.2017 Pesonrouusa KbM: MSC.428(98)
Maritime cyber risk management in safety «YnpaBJjieHHe KN0eppuCKaMHu B MOPCKOM
management systems 0TPAaC/IM B PAMKAX CHCTeM yIpPaBJIeHHUA
https://www.imo.org/en/OurWork/Security/Pa 0e30MacHOCTBIOY
ges/Cyber-security.aspx
Circular MSC.1/Circ.1639 14.06.2021 Dupkyasap KbM: MSC.1/Circ.1639
The guidelines on cyber security onboard PykoBoacTBO 10 KHOEPOE30MACHOCTH HA
ships (Version 4.0) cynax (Pexakumus 4.0)
https://www.imo.org/en/OurWork/Security/Pa
ges/Cyber-security.aspx
Circular MSC-FAL.1/Circ.3/Rev.1 14.06.2021 UHupkyasap MSC-FAL.1/Circ.3/Rev.1
Guidelines on maritime cyber risk «MeTonnuyeckue peKOMeHIALUH 110
Management yHpaBJIeHUI0 KNOepPUCKAMH B MOPCKOM
WWW.1mo.0rg chepe»

https://docs.imo.org/
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JloKkyMeHTbI, He BbINlylIeHHbIe B BUe HUPKYJasspoB KBM, onHako pexkomenaoBanubie UMO
B nupkyasape MSC-FAL.1/Circ.3/Rev.1 (B mOMOIIIb MTOJIB30BATENSIM U HA UX YCMOTPEHHE)

Haspanue nokymeHnTa (opuruHa)

Recommendation on Cyber Resilience (No

166) Developed by IACS (the International Association of

Classification Societies)
http://www.iacs.org.uk/news/archive/2020

Heading “IACS launches single standalone
recommendation on cyber resilience”

(IACS is the IMO’s principal technical advisor, and
usual actively participates in MSC sessions.)

ISO/IEC 27001:2013

Information technology — Security techniques
— Information security management systems —

Requirements
https://www.imo.org/en/OurWork/Security/Pages/Cyber-security.aspx
https://www.iso.org/isoiec-27001-information-security.html

Framework for Improving Critical
Infrastructure Cybersecurity, developed by
the US National Institute of Standards and
Technology (NIST Framework)

https://www.imo.org/en/OurWork/Security/Pages/Cyber-security.aspx
https://www.nist.gov/cyberframework

Jara
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Arnpenb
2020

2018

Anpeib
2018

HasBanue nokymeHTa B nepeBojie

PexoMeH1anus M0 KHOEPYCTOMYNBOCTH

(N‘_’ 166) Pa3zpaborano MAKO (MexaynapoaHas

accoruanus Kiaccu(puKarmoHHbIX 00IIECTB).

3aronoBok «MAKO npencTaBiseT cBOX0 peKOMEHIALNIO IO
KHOepyCTOHYNBOCTI

(MAKO sBrsiercst TNIaBHBIM TEXHUYECKUM coBeTHHKOM MO 1 00b19HO
NPUHUMAET aKTUBHOE y4yacTue B ceccusix KbM)

Cranpapr ISO/IEC 27001

NudopmarmonHbie TEXHOTOTUH — METOIbI
obecnieuenus: 6e30nacHOCTH — CHCTEMBI YIIpaBICHHS
nH(pOpMaITMOHHON 0e30macHOCThI0 — TpeboBaHUs.

Pamounasi mporpamMma ycuJieHUus
KH0ep0e30MacCHOCTH KPUTHYECKH BAKHOM
HH(PPACTPYKTYPbI, pa3padoTaHHasA
HanuoHaJbHBIM HHCTUTYTOM CTAHIAPTOB
u TexHoaorui CIIA (Pamounas nporpamma NIST)
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B ¢espaJie 2021 roxa onydsinkoBaHo «PykoBoacTBO 110 KM0Ep0E30MACHOCTH HA CYyIaxX»

KUBEPBE30OMACHOCTU HA CYOAX

THE GUIDELINES ON (M cynoxozctsa (ICS)

CYBER SECURITY ONBOARD SHIPS ['F * Mesk/TyHapO/HbIH CO03 MOPCKOTO
ctpaxoBanus (IUMI)

* banTuiickuii 1 MEeKIyHapOIHbIN
Mopckoit coBet (BIMCO)
* MexxayHapoIHbli MOpCKor (hopyM
HedTaubix komnanuii (OCIMF)
* MexayHapoiHasi acColanus
HE3aBUCUMBIX BJIA/IEIbLEB TAHKEPOB
(INTERTANKO)
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Coset HannoHabHOI 0e3omacHocTu CIIA S ssHBapsi BbIILYCTHJI 00HOBJIEHHE KH0EP0e30MacHOCTH
miass HanmonanbHoi crparerun Mmopckoi 6esonacuoctu IlpaBurenscrea CIIA.

NATIONAL MARITIME
CYBERSECURITY PLAN

TO THE NATIONAL STRATEGY FOR
MARITIME SECURITY o nprcermboinp e shiay e

PROMISED THAT

AND ECO MY OF OUR GREAT

PRESIDENT DONALD J. TRUMEF

THE WHITE HOUSE

DECEMBER, 2020 5
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ComacHo HHCTPYKIUH, €CJIX YIIPABJICHUE

USCG Office of Commercial Vessel Compliance (CG-CVC)

Mission Management System (MMS) Work Instruction (WI) KnﬁeppHCKaMH HE 6I)IJIO BKJJIIOYCHO B CHCTeMy

Ve o Do R PN yYupaBJi€eHUSA 0e30macHOCTH CyaHa a0 1nncpBou

Title Vessel Cyber Risk Management Work Instruction

Serial CVC-WI027(1) Orig. Date | 270CT20 | Rev. Date | N/A e)KeFOHHOﬁ IMIPOBCPKH JOKYMCHTA KOMIIAHHUH O

References:

Disclaimer: This guidance is not a substitute for applicable legal requirements, nor is it itself a rule. It is not intended to nor

does it impose legally binding requirements on any part. It represents the Coast Guard’s current thinking on this
topic and may assist industry, mariners, the public, and the Coast Guard, as well as other federal and state
regulators, in applying statutory and regulatory requirements. You can use an alternative approach for complying
with these requirements if the approach satisfies the requirements of the applicable statutes and regulations. If you
want to discuss an altemative approach (you are not required to do so), you may contact the Coast Guard Office of

Commercial Vessel Compliance (CG-CVC) at CG-CVC@uscg mil who is ible for impl ing this
guidance.
(a) Mariume Safety C Resolution 428(98), “Maritime Cyber Risk Management in

Safety Management Systems™

(b) U.S. Coast Guard Cyber Strategy, June 2015

(c) International Safety Management (ISM) Code

(d) U.S. Flag Interpretations on the ISM Code, (CVC-WI-004(1))

(e) Title 33 Code of Federal Regulations (CFR) Part 96

(f) Chapter IX, M of the Safe Operation of Ships. International Convention for the
Safety of Life at Sea (SOLAS), 1974

(g) Title 33 Code of Federal Regulations (CFR) Subchapter H

(h) National Institute of dards and Technol (NIST), F k for Improving Critical
Infrastructure Cybersecurity Version 1.1, April 16, 2018

(i) Navigation and Vessel Impx.clmn Circular (NVIC) 04-05: *Port State Control Guidelines
for the Ei C of M for the Safe ( of Ships (ISM Code)”

(j) “Guidelines for Port State C onllol Officers on the lnlmmmn.ll Safety Management (ISM)
Code,” MSC-MEPC 4/Circ.4

(k) USCG Oversight of Safety Vlanagclm.m Systems on U.S Flag Vessels, (CVC-WI-003(1))

(1) Maritime Safety C / F: C C u'gulm's *Guidelines on Maritime
Cyber Risk Management,” MSC-FAL.1/Circ.3

(m) US(‘G Assistant Commandant for Prevention Policy (CG-5P) Policy Letter 08-16 *
Reporting Suspicious Activity and Breaches of Security™

A. Purpose. Reference (a) calls for Safety Management Systems required under the ISM Code to address

cyber risks. This work instruction (W1) provides guidance regarding the U.S. Coast Guard (USCG)
commercial vessel compliance program’s approach to ing the cyber risk on vessels to ensure
vessels do not pose a risk to the Marine Transportation System (MTS) due to a cyber event.

. Action. Marine Inspectors (MlIs) and Port State Control Officers (PSCOs) should be familiar with
reference (b) and use the guidance provided in this W1 to evaluate how well a vessel’s Safety
Management System (SMS) complies with references (a) and (c-f). Additionally, this WI provides

guidance to MIs when ing cyber risk management onboard non-SMS U.S. ve: . Lastly, this

s use of COTP orders and CG-835Vs to control vessels that have been affected by a

WI discus
cyber incident, and responding to a reported or probable cyber incident affecting the seaworthiness
of a vessel.

U.S. flagged vessels subject to reference (c) are required to evaluate cyber risk and establish
procedures to respond to a cyber-attack as per reference (d). Starting January 1, 2021, all vessels
with a Safety Management System (SMS) pursuant to reference (a) should address cybersecurity risk

cootBeTcTBHM nociue 1 suBaps 2021 roxa, To
CYJITHO MOXKET OBITh 3aJ1ePsKaAHO C TPEOOBAaHUEM
BHEIIHETO ayJINTA B TEUCHHUE 3 MECSLIEB.

Taxoke, KorJja 0ObEKTUBHEIC I0Ka3aTeIbCTBA
YKa3bIBAIOT HA HAJIN4HMeE Cepbe3Horo c0osi B
peaju3aniu CHCTeMbI yIIPaABJIEHUs
0e30MaCHOCTBIO CYIHA B OTHOLICHUH YIIPABICHUS
KHOEppPUCKaMH, KOTOPHIN HETOCPEICTBEHHO
npUBeJ K MHIUACHTY KnOepOe30MmacHOCTH,
BIIUAIONIEMY Ha paboTy Ccy/Ha (Harpumep,
CHIDKEHUIO O€30MaCHOCTH CyJHA WU
TIOBBIIIICHHUIO PUCKA JJIsI OKPY>KAIOIIEH Cpelb), TO
CYZIHO TaK)K€ MOXET OBITh 3a/1eP7KaHO C
TpeOOBaHMEM BHEIIIHETO ayNTa B TeUYCHHUE 3
MECSIIEB.
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1 suBaps 2021 rona B HopBernu oTkpoIT «HopBekcKuii MOPCKOM HEHTP KMOEPyCTONYNBOCTID)

(NORMA Cyber).

NORMACYBER Home About Services Membership Contact News CTOI/IMOCTB YJICHCTBA.
SRR - 1 000 nommapos CIIIA 3a cynHo B rox
- makcumyMm 10 000 momnmapos CIIA 3a ¢ot B roa

The Norwegian Maritime Cyber
Resilience Centre

https://www.normacvber.no/en/home

The Norwegian Maritime Cyber Resilience Centre - NORMA Cyber is a joint ef
between Den Norske Krigsforsikring for Skib (DNK) and the Norwegian Shipow
Association and started operations from 1January 2021.

Yenyru:
- [Ipenynpexaenus

- aaukarop KOMIIPOMETAIMK JTAHHBIX

- YBenmomiieHHsI 00 YSA3BUMOCTSX

- OT4eThl pa3BeKu

- PexoMeHalMu 10 CMSATYEHHIO HOCIEACTBUN

- PexoMeHanuuy o pearupoBaHuiO Ha KPU3HCHBIC

CHUTYallMH ¥ T.JI. 8
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Cyber Securlty és 1,2,3 (IMO, ISO\‘
Workbook for el PSS S ipyard )

- Policy & Procedures

On Board Ship Use " N - v s

« RIS - OT System incident

\w
\
.

Cyber Security System
Type Approval (IEC 62443 4-2 & IEC 61162-460)

- Security Level & Technical Requirement
- System Vulnerability Test

response & recovery
2" Edition 2021

- Risk Assessment
- Penetration Test

KR Maritime Cyber Security ceprudukanys mpoBOIUTCS B OTHOIIICHUN
KOMIIAaHUY WK CyJHA C CHCTEMON MEHEIKMEHTA KHOepe30macHOCTH
(SCMS). CooTBeTcTBHE TpeOOBAHUSAM KHOSPOS30TACHOCTH JIJIsl KOMITAHUM /
CyIIECTBYIOIIETO cyaHa pa3aeneno Ha 3 ypoHs (CS1, CS2 u CS3) B
COOTBETCTBHUH CO 3PEJIOCTHIO KHOEPOE30MacHOCTH M COCTOUT U3 35 30H
obcnenoBanus u 144 mMyHKTOB 00CIIeIOBAHUS.

= CS1, CS2, CS3: tpedoBanuss CSMS K CylIecTBYOIEMY CYIHY
(CynoxonHast KOMIIAHUs)

» CS-Ready : TpeOoBaHMS K CO3JaHUIO KOMIUIEKCHON CHCTEMBI
UHPOPMaITMOHHOW 6e30macHOCTH HOBOTO cynHa (CyqocTpouTeNns) 9
https://www.ics-shipping.org/publication/cyber-sec * CS Type Approval : TpeboBaHus K GYHKIIMOHATHHOCTH UH(POPMAITIOHHOM
urity-workbook-second-edition/ 6e3omacHocTH cuctembl O6opynosanue (IIpousBogurenn odbopynoBaHus)
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25 May 2021 gII 2:
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IUMI Policy Agenda

The IMO's cyber security regime
3 Opterdus meet the challenge, make the change

Brief description
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awareness or insufficient understa
other. Both need to be dealt with, starting

! h top-level commitment and the proper
implementation of risk assessment procedures

Techopedia' defines cyber-attacks as deliberate exploit;
technology-dependent enterprises and networks. Cybei
alter computer code, logic or data, resulting in disrup! consequences that can
compromise data and lead to r-crimes, such as information and identity theft. Cyber.
attack is also known as a computer network (CNA)
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unmanned truck co
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MTSA). This could also mean penaltie:

olicy letter regarding the
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yberatiach #ResilienceandRecovery

https://iumi.com/document/view/3Cyber_risks 60ace8bd2358b.pdf  https://astaara.co.uk/wp-content/uploads/2020/09/Astaara-1
MO-Cyber-Security-Regime.pdf
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JoxkyMeHTBI, NOKa He BbinymeHHbie UMO B BuJe HUPKYJISIPOB,
OHAKO PEKOMEH/I0BAHHbIE BeAYIIUMH CYI0XOAHBIMH KOMIIAHUSIMH MUPA

Ha3zpanue qokymeHTa (OpUTruHaN)

Code of Practice: Cyber security for ships
The UK’s IET Standards, submitted to the
IMO

https://www.gov.uk/government/publications/ship-
security-cyber-security-code-of-practice

Good practice guide: Cyber security for
ports and port systems

Developed by the UK’s IET and submitted to
the IMO

https://www.gov.uk/government/publications/ports-
and-port-systems-cyber-security-code-of-practice

Jlara
W3JIaHUS

13.09.2017
Canr
MUHTpaHCa
BenukoOpuranun

27.01.2020
Caiit
MunTpanca
Benmukobpuranumn
U CalThI
BEIYIINX
KOMITaHHI1
MHpa

HazBaHue 1oKkyMeHTa B IEPEBOJIE

Croja npaBuJ kudep0e30nacHOCTH
JJIS1 CYA0B

Crangaptsl UHXeHEpHO-
TEXHOJIOTUYECKOTO UHCTUTYTA
Benukobputanuu, npeiyiokeHHbIC
MO

PykoBoacTBo no 3¢ppexruBHoi
npaktuke: KubdepoezonacHocrs
IOPTOB U MOPTOBBIX CHCTEM
Pazpaborano NuxxenepHo-
TEXHOJIOTUYECKUM UHCTUTYTOM
BenukoOpuTanuu v mpeaoCTaBICHO

MO
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Cratbn AORJIAJYHUKA 110 TEMCE:

C.A.CeménoB. KubGepbe3onacHocTh MOPCKOro U pedHoro tpancnopra//Tpancnopt Poccuiickoi
Oenepanuu. — 2018. — 1 (74). — C. 43-46. (http://www.msecurity.ru/documents/view812/)

CeménoB C.A. Mopckas kubGepoe3onacuoctb B Poccumn//Tpancnopt Poccuiickori @enepanuu. —
2019. -3 (82). — C. 11-14. (http://www.msecurity.ru/documents/view856/)

CeménoB C.A. Mopckas kn06ep6e30nacHoCTb: HOBbIEe YIPO3bl U 3apy0exHblii onbIT//Tpancrnopt
Poccuiickoit @eneparun. — 2020. — 5 (90). — C. 9-12. (https://msecurity.ru/documents/view892/)

Cepreit CemeHoB. Mopckasi knoep0e30nacHoCTbL — CUTyanusi, npodsjemMbl U pucku//Poccuiickuii
COBET o MEXKTYHAPOIHBIM Jeyiam : [cauT]. URL
(https://russiancouncil.ru/analytics-and-comments/columns/cybercolumn/morskaya-kiberbezopas
nost-situatsiya-problemy-i-riski/ , https://msecurity.ru/documents/view886/)

Cepreit  CemenoB. HopmaruBHOe peryJiupoBaHue MOPCKOM Ku0epOe30macHOCTH B
CIHIA//Poccuiickuii COBET o MEXKTYHAPOIHBIM nenam : [canT]. URL

(https://russiancouncil.ru/analytics-and-comments/columns/cybercolumn/normativnoe-regulirova
nie-morskoy-kiberbezopasnosti-v-ssha/)
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B HOMMHaUUN
CneunannsuposaHnas
opraHnsayus s obnacry
TPaHcnopTHol 6esonackocTy &R

2019

SEAEPAIIBHOE ATEHTCTBO MORCKOIO ¥ PEMHOIO TPAHCIMOPTA

CNY)XBA MOPCKOU BE30NACHOCTU
Cnacubo 3a BHMMaHue!

[oknagbl 1 npeseHTauun byayT pasMeLLEHbl HA canTe
http://www.msecurity.ruhttp://www.msecurity.ru B rpynnax B
Tenerpamm https://t.me/transsecurity 1 B BkoHTakTe




