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'Rimsol

YTO Takoe

RIMSOL?

Rimsol - 310 KONNekTMB npodeccuoHanoB C 3agadvent cpoenatb 6e30MacHOCTb  AOCTYMHOWN

opraHusauusm noboro maclutada, ot HebGOoNbLUMX KoMNaHui Ha 5-10 YyenoBek 4o opraHu3auuii ¢

TbiCAYaMN COTPYOHUKOB.

MbI gocTuraem nocTtaefieHHbIX 3agad 6narogapsa 3 HaWUM NoAXo4aM — «KUTam»:

1) Pewaem npobnembl KNMEHTa, a He NX CUMMTOMbI U3 3a KOTOPbIX MOXHO CUMAETb Ha KOHTPaKTe
6EeCKOHEYHO.

2) 3aboTMMca O Hawux KMeHTax, faxe ObiBwmx. (Mbl 6ygem conpoBoOXgaTb Bac B TeYEHUe
onpeaeneHHOro BPEMEHN OaxKe NOoCc/e 3aBepLUEHNS JOrOBOPHbIX 0653aTeNbCTB.)

3) He npogaem KNUeHTy TO, YTO He BYAET peLLaTh ero NpPoobnemy.




Tak

npi




Rimsol

OHTPOJIb COTPYAHNKOB

YTO 3TO N 3a4eM HYXKHO?

B Ka)xgon KoMMaHum MOXXET ObiTb P COTPYLHMKOB KOTOPbIN NHOGUT OT/bIHMBATb OT paboTbl BO

BpeMsl paboyero OHs, ckadMBaTb TOPPEHTbl Ha pabounin [NK, 3aHMMaTbCs YEM YrOgHO KpOMe
paboThl, B HEKOTOPbIX CllyYasix, MblTaTbCA HANTU HOBYIO paboTy, METOObI KPaXKu KOPNopaTUBHOIO
UMyLLEeCTBa UM NONbITAaTbCA YKPACTb AAaHHbIE KOMMaHUN.

BbisiBneHne takmx MHUMNOEHTOB NX rnpeporspalleHne I'IpOd)I/IJ'IaKTI/IKa — BOT MMEHHO TO 4YeM Mbl

rOTOBbI MOMOYb BaLLEN KOMMaHUN.

NMoyemy nmeHHo Rimsol?
Haww cepBuc He TpebyeT BblAENEHNS OOMONMHUTENBHBIX PECYPCOB C BaLlel CTOPOHbI (HUKaKMX Aon.
:‘\ COTPYAHNKOB, XKenesa, JINLEH3NN).
Pesynbtat npeaocTaBnsieMbiin HaMU:
' RimSOI 1) OT4eTbl 3a OTYETHLIN NEPUOL, C AeTaNlbHbIM YKa3aHNEM COTPYOHUKA U BCEX €ro NperpeLleHunii
nepepn pabortogarenem ¢ AOKYMEHTAPHbIMU MOATBEPXKAEHNSIMA B MOHATHOW 1 NIEFKO YNTAaEMON
cdopwme.
2) KomMMyHMKaumsi MO CPOYHbIM KaHanam CBS3W 1 paccnegoBaHne MHUMOEHTA U3 KOHTPOSIbHOMO

Cnucka ¢ MakCMasibHOW 3a4€P>XKKON B 7 MUHYT.



A

) Rimsol

[loaproTtoBka n ayaut cooTBeTCTBUSA

CtaHpapTbl hMHaHCOBOro CEKTOpPA: 3akoHoaaTenbHble Me>xpyHapofHble CTaHAaPTbI
FOCT 57580.1, CTO BP, 382[1, 5521, TpeboBaHus: 152 n 187 ®3 N TpeboBaHus:

684[1, PCI DSS. ISO 27001, GDPR
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Ayant T nHppacTpyKTypbl

NMpoBepka 6e30nMacHOCTN HUKOraa He Obl1a TaKou NPoCTONn

OFpOMHOG KOJIn4eCcTBO CUCTEM, CEPBMNCOB, CETEBDbIX yCTpOI7ICTB n cpencTB 3aLlnTbI VIHq)OpMaLl,I/II/I B J1t060M [OCTaToO4HO yCI'IeLIJHOVI KOMIMaHnnm goBoOJibHO 6bICTpO pa3mMbiBaeT
NMoOHNMaHne TOoro, rge HaxoaoAaATCsa [[Oblpbl B 6e30NacHOCT KOMMaHUM W «3aMblIMBaET rnasa» nepcoHasny KoMnaHun. nOSTOMy HY>XeH CBEXU BHELUHWN B3rnMaA0

I'IpOCbeCCI/IOHaJ'IbHOFO B3/IOMLLMKA, YTO Obl TOYHO yKa3aTb rge eCtb ysa3B1MMOCTU, NMOo3BOJIAOWNE 3/10YMbILLJIEHHUKaM SaUJMd)pOBaTb NN YHNHTOXNTb OaHHblE BaLLEn KOMMaHuu.

MHe BCe SICHO, HO NMo4YeMy 3TO HY>KHO KYMNUTb Y
Rimsol?
Hawun aprymeHTbl cnegytoLume:

1) B ayout Mbl BKtoyaem He Tonbko PenTest, HO 1 npoBepky IT mpoueccoB Balleil opraHM3auuMm Ha COOTBETCTBUE
TpeboBaHNAM 6€30MacHOCTMU.

2) Mbl 6ygem conpoBOXkAaTh Bac B TEYEHME BCErO NYTW YCTPAHEHNS HANLEHHbBIX YS3BMMOCTEN.

3) Bbl nonyyaete CKMAKy Ha Kaxxgpli MOCNenyoLWwmin ayanut NpoOBOAVMBINA HAMN.

4) AyguTt BKNtOYaeT B cebs MeCsL, MOCNeayoLLMX KOHCYNbTaLUMin Mo NOCTPoeHuto 6e3omnacHbix T npoleccos.




Rimsol

Secure Dev LifeCycle

YTO 3TO 1 3a4€eM HYXKHO?

B Hawem Mupe y>xe faBHO HeoCTaTO4HO paspabaTtbiBaTb NPOCTO MPUIIOXKEHUS, HE YYUTbIBAtOLLME acrekT

6e30MacHOCTN MOMb30BaTENbCKUX U KoOprnopaTtuBHbIX OaHHbIX, KaK CTaHOBUTCA HegoCcTato4yHO W
HaJIOXKEHHbIX Mep B B/OEe OO0CTAaTO4YHO OOpOornx COoTpygHWKOB KI/I6ep663OI'IaCHOCTI/I. K cyacTtblo BbIxog
NPOCT — HY>XHO MPOCTO p83pa6aTblBaTb NMPUJIOXKEHUA, 6e3onacHble, yyuTbiBaloLLne puUCKnM B3JioMa N He

copep kallme ysi3BMMOCTEN Mo yMonyaHuo. ViIMeHHo aTo 1 siBnseTcs uenbto uukna Secure Dev Lifecycle.

3a4yem Ham Secure Dev Lifecycle ot Rimsol?

Haw oTBeT:

1)  Mbl He nHTerpupyemMcs B Ball npouecc pas3paboTkn, a UMeHHO co3paem umkn Secure Dev Lifecycle Ha
BalLLel CTOpOHe 1 nopaep>kmsaem ero. B cnydae oTkasa oT Halmx yCnyr — LMK HUKYA4a He TepsieTcs 1
Bbl MOXKETE 3aMEHNTb HaLLNX COTPYLHUKOB CBOMMY 6€3 HEOOXOAMMOCTI NepenenbiBaTb BCe 3aHOBO.

2) Mol 6a3npyem BbicTpavBaemMbli HamMK Lmkna Ha Opensource KOMMOHEHTax, a He Ha JOPOrnxX NMOKYMHbIX,

3a CHET Yero He yBesindimsaeM Ball pacxodbl Ha JINLEH3UNN.




Rimsol

O6y4yeHue coTpyaHUKOB

Mbi BCce paabl HaHUMaTb NPodEeCCUOHaNO0B, HO MHOIrAA UX NyYLle
BblpawBaTb.

Ecnu Bbl pewmnn gty UMEHHO Mo MyTU BbipallMBaHs COOCTBEHHON 3KCMepTM3bl, TO Mbl Bcerga 6yaet pagbl NoAenuTbCst CBOEN, YTO 6Gbl 06Yy4MTb BalUMX COTPYAHWUKOB MO
ClefyoLWyM HanpaeneHUsIM:

1) YnpasneHue npoekTamu.

N

Ob6ecneyeHne NHMOPMaLOHHO 6e30NacCHOCTY CETEBOIN MHDPACTPYKTYPbI 1 MHDPACTPYKTYPbl KOHEYHbLIX TOYEK.

w

CooTteeTtcTBrE HOpMaTMBHBIM TpeboBaHnaM OCTIK n mexgyHapoaHbix ctangapTos (PCl DSS, GDPR).

o b

)  MeToankun 6e3onacHon paspadoTKu.
) PaccnepoBaHne MHUMAOEHTOB NHOPMAaLIMOHHON 6€30MacHOCTN B MHDPACTPYKTYPE KOMMaHNN.

(@)

MeTtopgonorusa obecneveHnsi 6e30MacHOCT KOMMaHWN.

® O
T



Rimsol

Virtual InfoSec

Virtual InfoSec? Y10 310?

Virtual InfoSec — aTo yHuMBepcanbHbIi LEHTP KOMMETEHUMI MO Bonpocam WHMOPMaLMOHHON

6€30MacHOCTN 1 COOTBETCTBUIO HOPMATUBHBIM TPEOOBAHNSM K KOTOPOMY Bbl MOXETE 06paTUTLCA
B NO6OM MOMEHT. HeT HyXabl HaHMMaTb OTAENbHOro crneupanucTa U nnatuTb €My MOSHYIO
3apnnarty, ecnn Baluy NOTPEOHOCTN B PELUEHNM NOAOOHbBIX BOMPOCOB BO3HMKAOT HE 4YacTo, NnMbo
€CNM BaM HY)KHO cnefoBaTb KakoMy TO HOPMaTtuBHOMY TpeboBaHuMio no 6e3onacHocTn 3a

KOTOPbIM HUKTO HE XO4YEeT / HE MOXXET NpucMaTtpmeaThb.

B 4yem nnrocbl N0 CPaBHEHUIO C HAHATbIM
COTPYAHUKOM?

1) Hert pacxogoB Ha choHA, onnaThl TPyLA HOBOrO COTPYOHUKA.

2) LleHa HuXe 4YeM Ha OMbITHOro UHXXeHepa No MHOPMaLMOHHON 6e30MacHOCTH.

3) [lo nognucke Hawl KMEHT MofyYyaeT KOMMETEHLMN Lenoro nogpasgenieHns, BMecTo OfQHOro
YyenoBeka C OrpaHNYEHHbIMN KOMMETEHLNAMN.

4) Mbl nogcTpanBaemM CBOV COBETbI U MPEANOXKEHUS NOA KYNbTYPY KOMNaHU-KIneHTa.




Rimsol

InfoSec Stack

pamoTHasa HacTpounka Opensource cpeacTB 3aLNTbl U HE TOJIbKO

3apaya Halleil KoMmnaHumn — caenatb 6e30MacHOCTb AOCTYNHON AN1S JIFOObIX OpraHM3aLunii, B CBA3U C 3TUM Mbl NPeAiaraeM cnepytoLme yenyru:

1) [MocTpoeHune KOHTypa 6€30MacHOCTU B KOMMaHUN-KIMEHTE HA OCHOBE OPENSOUrCE KOMMOHEHTOB.
2) O6y4eHne COTPYAHNKOB KOMMaHUN-KIIMEHTA paboTe C KOHTYPOM 6e30MacHOCTU, NMM60 agMUHUCTPUPOBAHNE 3TOrO KOHTYpa coTpynoHukamu Rimsol.

3) YcTaHoBKa KOMMepPYEeCKNX cpencTB 3allTbl B 3aBUCUMOCTU OT no>XXenaHum KmeHTa.

Mpeumywectea Rimsol InfoSec Stack

1) WcnonbsoBaHne Opensource He TpebyeT AOPOroCTOALLMNX NLEHSNI.

2) lNopaepxka y>ke CKOHUrypupoBaHHbIx Opensource KOMMOHEHTOB He TPEOYET 6ONbLUMX YCUINIA.

3) B cnydyae agMUHUCTPUPOBaHMS KOHTypa 6€30MacHOCTU KOMMaHuM-KnneHTa, Rimsol 6epeT Ha cebsi Bce BO3HMKatoLmne
npobnemMbl N peLlaeT ux B Npegenax cornacosaHHoro SLA.

4) Bce ncnonb3yemble KOMMNOHEHTbI TUMOBbIE Y MO3TOMY MPY HEOOXOAMMOCTU NErKO NPOU3BOANTCA UX 3aMeHa Ha NnaTHble

v oW

aHasnoru, c I'IO,EI,60pOM KOTOPbIX Mbl TaK>XXe 6ecnnaTtHO NOMOraem CBOMM KJIMEHTaM.




'Rimsol

KaapoBble NPpoBepKU

Y10 BXOANT B KagpoBble NPOBEepPKn?

B npoBepkn NpoBoAMMbIE HAMK MO COUCKATENSM BXOAMT GOJbLLON KOMMIEKT XapaKTePUCTUK,
KOTOPbIV MOMOXET BaM 3apaHee ornpeaenvTb 6r1aroHafeXXHOCTb KaHauaaTa, ero KOH(NKTHOCTb,
npyMepHbI Nepuog 6yayLiei paboTbl C HUM U OTBETUTb HA MHOXXECTBO BOMPOCOB O HEM eLLe 10
BbIHECEHMS MTOrOBOro peLleHusi. He pegko cnyyaeTcs, 4To 6aroHafeXXHbIi ¢ BUdy COTPYOHVK,
HeceT 3a cob60i Lnelid N3 HeNPUSATHbIX «yBOMbHEHWIA MO COOCTBEHHOMY >XeNlaHWio», CBA3AHHbIX C
HEY>X1BYMBOCTbIO B KOJINIEKTUBE U ONPEQENEHHbIMI acnekTamu, OECTPYKTMBHO BAUSIIOLUMI Ha

paboynii KONNEKTHUB.

CocrtaB NMPOBEPOK YTOHHAETCA B 3aBUCMOCTIU OT no>kenaHuii KOMNaHUM-KNneHTa.

Bce npoBepkn NpoBOQATCA B paMmkax 3akoHodatensctsa Poccuiickon depepavmn.




Ham poBepstoT
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