0630p
Mpokeu
Yacoso# nosc
WebRTC

[eonokauus

PaclumpeHHble HacTponKu

[Mpokcwu

o Mpokcu Mackupyet IP-appec 6payaepHoro npoduns.

Tun noaknoYeHns
Socks 5 npokcu v

Wcnonb3yiite popmar "ip:port:login:password"” unw "ip:port” ans 6bICTPoi BCTABKM NPOKCU.

Hosbiit agpec *

TNorux

Maponb

OBLLAA UHOOPMALINA

Wms npoduns:

Mpokecu:

Bpaysep:
0oC:
User-Agent:

PaspeLueHue:
AsbIKK:
Mnatdopma:
YacoBoit nosc:

Feonokauus:

WebRTC:
Canvas:

MeTapaHHble
WebGL:

WN306paxkeHne
WebGL:

AudioContext:

LWpndTbi:

Mepwa-ycTpoitcTBa:

JokanbHoe
XpaHunuLe:

XpaHunuue ans

OTMeHUTb

05.04_auto_11924155_236aH

46.229.58.84:19910 / Socks
5 npokcu

Mimic
Windows

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/87.0.4280.141
Safari/537.36

1024x768
uk,ru;q=0.9,en;,q=0.8
Win32
ABTOMaTUYECKUIA

[Paspewarts]
ABTOMaTUYECKUI

[OTkNtOUUTB]
[BbikniouuTs)]

[Mackuposarts]
[Oo6asuTb wym]

[Lo6asuTb Wwym]
eae991
BamackupoBaHo 121

BkntoyeHo

BktoueHo

06HOBUTL Npodunb
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ﬁ WebRTC
MosepeHue:
OBLLAA MHPOPMALINA
MN3MeHeHHbl| OCTaBUTb TeKywui IP-aapec
WMa npoduna: avtoreg
OGSOD Mpokcu: Be3 npokcu
Mpokcu A WebRTC ninarus 6yAeT OTKNOYeH B 6pay3epe. Be6-CanTbl yBUAAT, UTO NNAruH OTKNHOYEH. Bpaysep: Mimic
- ocC: Windows
YHacoso# nosc g -
User-Agent: Mozilla/5.0 (Windows NT
WebRTC 10.0; Win64; x64)

AppieWebKit/537.36
(KHTML, like Gecko)
Chrome/85.0.4183.121
Safari/537.36

[eonokauus

PaclumpeHHble HaCTPONKK Faspediesine: 1806768
A3bIKu: uk,ru;qg=0.9,en,g=0.8
HaBMraTOD Mnatdopma: Win32
LipudTbl Yacoso nosc: ABTOMaTUYECKM#
= leonoxauusa: [3anpawmsats]
Menaua-ycTpolicTea ABTOMATHUYECKHi
AnnapaTHb|e WebRTC: [OTxntoumnTs]
oTneyaTku Canvas: [BoikntounTs]
- MeTagasHbie [MackupoBatb]
HacTtpoiku WebGL:
APty WebGL image: [lo6asuTb wym]
bBpaysepHble AudioContext: [[lo6asuTb twym]
nnarvuHbl LWpndTol: Bcero 7 wpudTos
,D,pyroe Megaua-ycTpoitcTea: 3amackuposaHo 1]2|4
Local Storage: BxnroyeHo
XpaHunuwe ans BkntoyeHo

PACLUMPERMIA:



ﬁ [eonokaumsa

Moaea - OBLLAS UHOOPMALIUA
3anpawueaib nokuposatb
Wmsa npoduns: 05.04_auto_11924155_236aH
Mpoxkcu: 46.229.58.84:19910 / Socks
0630p Kak TonbKo Bl WIT Ballu KOOPAMHATbI reonioKaLum, 5 npoken
A KOOPAMHATbI U3 HAaCTPOeK 6pay3epHOro Npoduns GyayT aBToMaTUYECKM Bpayaep: Mimic
Mpokeun _cait
p 0TNpaB/ieHbl Be6-canTy. oc: Windows
Yacosomn nosic User-Agent: Mozilla/5.0 (Windows NT
10.0; Win64; x64)
WebRTC AppleWebKit/537.36
- YcTaHOBUTb KOOPAMHATbI reofiokaLun B COOTBETCTBUM C IP-agpecom (KHTML, like Gecko)
Feonokauus Mpy 3anycke 6pay3epHOro MPOdMNA KOOPANHATbI reoiokaLni GyayT yCTaHOBEHbI B Chrome/87.0.4280.141

. Safari/537.36
COOTBETCTBUM C IP-apecom B HacTpoiikax npoduns.

Pa3pelueHue: 1024x768
PacumpeHHb:e HaCTpOVIKVI AsbikK: uk,ru;q=0.9,en;q=0.8

Mnatdopma: Win32

Yacosolt nosc: ABTOMaTUYECKUI

leonokayus: [Paspetwats]
ABTOMaTUYECKUI

WebRTC: [OTkntounT)

Canvas: [BbikntoumnTh)

MeTagaHHble [Mackuposatb]

WebGL:

W3o6paxkenne [Ao6aBuTb wym]

WebGL:

AudioContext: [Ao6asuTb wym]

WpndTbi: eae991

Mepua-yctpoictBa: 3amackuposaHo 121

JlokanbHoe BkntoueHo
XpaHunuLle:
XpaHunuiie ana BkntoyeHo

OTMEHUTb 06HOBUTb Npodunb
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ﬁ HaBuraTop

User-Agent

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWeb OBLAR NH®OPM

WmMA npoduns:

0630p Paspeluerme 3KpaHa | —
1366x768 v
[Mpokcu Epay3ep:
Sa.qarb NoNb30BATENBCKOE Pa3pelieHNE 3KpaHa 0ocC:
YacoBoi nofc
User-Agent:
WebRTC I
Ukrainian, Russian, English PegaktupoeaTtb
[eonokauus
Accept-Language
uk,ru;,q=0.9,en;q=0.8 _
PaclmpeHHble HaCTPOWMKHK PaspeuweHue:
A3bIKu:
Hasuratop — Mnatdopma:
WpudTo! Win32 YacoBo# nosc:
B [eonoxauus:
Meaua-ycTponcTsea
DoNotTrack _
AnnapatHbie BLIKMIONUT v SRCDREC.
oTrneyaTku Canvas:

2 MeTagaHHble
HacTtponku HardwareConcurrency WebGL:
i 4 ¥ WebGL image:
Bpay3aepHble AudioContext:
nnarvuHbl LLIpMdJTblI

Megauna-yCTpoNCTBa:
[pyroe

Local Storage:

Xpasunuie ans

PaCLIKPEHMA:
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fr

0630p
[Mpokcu
Yacoso#n nosc
WebRTC

[eonokauusa

PaclmpeHHble HacTPONKK

Hasuratop

WpudTbl

Megauva-yctpoicTea

AnnapaTtHble
oTneyaTku

HacTtpoiiku
XpaHUNULY,

bpaysepHble
naaruHbl

Lpyroe

HacTponKn XxpaHunuiy

@@ swioum

CauTaMu ANR cned
YBENWUUTD AnuTen

@@ s

XpaHunutie paciuy

a@ coum

BrnroueHme 3ToM g
LOMKHOTO DYHKLA

@@ o

37a onuuAa no3sory

@@ o

BrumaHue! Bxknroy
CKOpOCTb 3arpy3k|
BK/HOYATb TONbKO

a@ s

3Ta onumA coxpaH|

b Local Storage 1 IndexedDB

Local Storage v IndexedDB - 370 0CO6bii BMA XPAHUMLLE, NOXOXKMNI Ha Cookie, KOTOPbI MOXET UCNONb30BATHCR BEG-

KV 3a NONb30BaTENAMM. PEXOMEHAYETCS BKNKOYATb COXPaHEHHE aHHbIX XPaHU/HULL, OGHEKO 3TO MOXET
bHOCTb 3arpy3Ku 6pay3epHbix npodunei.

b XPaHWULLE pacluMpeHuin
DEHMIt — 3TO CNeLManbHbIit KOHTEMHED, TAe 6pay3ep XPaHWT DACLUMPEHMA U UX NAPAMETPbI. BKNouuTE

€r0, CNW Bbl XengeTe UCMO0Nb30BaTh PaClUMPEHUA  MMETb BO3SMOXHOCTb UCMOMb30BaTh MX NOCNE nepe3anycxa NPoduns.

b Service Worker Kaww

UMM MOXET CO BPEMEHEM YBENUYUTD 06BEM NPODUNRA. PEKOMEHAYETCR, ECNK LENeB0i Be6-CaiT TpesyeT
bHVUPOBaHKUA Service Worker.

b COXPaHEHMNE 6pay3epHbIX 3aKNajoK
RET COXPaHATL 6pay3epHoie 3aKNaaKu.

b COXPaHEHUE 6Pay3epHON UCTOPUK

PHIte 3TOM OMUMKM MOXET YBENMYNTD OGHEM COXPAHAEMbIX SAHHbIX, UTO MOXET CYLIECTBEHHO NOBNMATD HA
npoomnsA. Be6-CaiTbl HE MOTYT NONYYMTb SOCTYN K BaLLel 6pay3epHOi UCTOPUK. PekoMeHgyeM
Ip¥ HEO6X0ANMOCTH.

b COXpaHeHue naponen
eT Naponu v Apyrue nons GopM. OHa UCMONb3YeTCA ANA NPeABapUTeNbHOMO 3anonHeHnus GopM Ana

BXOAa Ha Be6<:aﬁ]ax. Bce naponu BMeCTe CO BCeMi AaHHbIMMU 3aLMdPOBaHI.

Wmsa npodunsa:
Mpokcu:
Bpay3ep:

0oC:
User-Agent:

Pa3spelenue:
A3bIKuK:
Mnathopma:
Yacoso# Nosc:

leonoxauus:

WebRTC:
Canvas:

MeTagaHHbie
WebGL:

WebGL image:
AudioContext:
LWpndTbL:
Megua-ycTpoicTsa:
Local Storage:

XpaHunuie ana
PACLUNPEHUIA:

MnaruHbl:
Flash:

avtoreg

be3 npokcu
Mimic
Windows

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/85.0.4183.121
Safari/537.36

1366x768
uk,ru;q=0.9,en,q=0.8
Win32
ABTOMATUYECKUIA

[3anpawmsars]
ABTOMaTHYECKU

[OTknioumnTh)
[BbiknrounTb]

[MackuposaTb]

[Ao6asuTb wym]
[Ao6asuTh wwym]

Bcero 7 wpwudTos
3amackuposaHo 1|2 |4
BkntoueHo

BxntoyeHo

OTKNOUUTD

OTKNOUNTL
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0630p
Mpokecu
Yacosoit nosc
WebRTC

[eonokaumsa

PaclumpeHHble HacTPoWKM
Hasuratop
LWpudtbl
Mepaua-ycTpoicTaa

AnnapaTHble
oTneyaTku

HacTponku
XpaHUIuLY

bpaysepHble
nnaruHbl

Apyroe

[pyroe

3Ta ONUWA NPesOTEPALLAET OQHOBPEMEHHDIIM 3aMYCK ORHOTO U TOTO e NPODUNRA C PaSHbIX KOMMbIOTEPOB.

~ KMHOYUTL NOAAEPXKKY cepaucos Google
M0 BO3M§KHOCTH, BKNHOYAINTE NOLASPXKKY CepBucos Google. 3TO 3MyNMPYET ECTECTBEHHOE NOBEAeHNe 6pay3epa HaCKONbKO
0.

Mpegonpegenuts DNS

Bei MoxeTe npegonpegeniTs DNS cepsep ana 31oro GpaysepHoro

npodung. 37a onuuA paboTaeT TONLKO NPH NOAKIFOYEHNM YEPES

SOCKS npokcy, VPN unu npaMoe nogknroyeHue. NMogmera DNS e
20} TaTb Np# NOBKNIOHEHMM YEPE3 http(s) npokcu.

BK1H04MTH 3aLLUMTY OT CKAHUPOBaHUA NOPTOB (& SHTANH a

Be6-caiiTbl He CMOTYT OMpeAenTb Kakue NopTbl OTKPbIThI B BalUS! NOKaNnbHOM CeTi. PEKOMEHAYETCR €CNK Bbl MCNONb3yeTe
Muitilogin Ha VPS, unu ucnonb3yere NporpamMMy YAaNEHHOro NOAKMHOUEHUS, TaKyH Kak TeamViewer, RDP u T.n.

o 3Ta QYHKUMA 6NOKMPYET CKaHMPOBaHWe BCex NopToB. OAHaKo, Bbl MOXETE pPa3pellnTb CKaHupoBaHne
onpegeneHHblX NOPTOB, YKa3as vX B nosie BBOAa HMXe.

MopThbl, pa3pelieHHbsle 4NA CKaHUPOoBaHua

TMopTol, paspelueHHbie 4R CKaHUPOBAHWA SOMKHBI GbiTb pasaenetbi
3anaTbiMu; Hanpumep: 80001,12345,42069

OBLLUASA MHPOI

Wms npoduns:
Mpokcu:
Bpay3sep:

0cC:
User-Agent:

Paspeluexue:
A3bIKK:
Mnatdopma:
Yacoboi nosc:
leonoxauus:

WebRTC:
Canvas:

MeTagaHHble
WebGL:

WebGL image:
AudioContext:
WpudTbi:
Meauna-ycTponcTs
Local Storage:

XpaHunuwe ans
PACLUMPERMIA



3aMeTKun

Hasuratop-Asbik: uk,ru;q=0.9,en;q=0.8

https://pixelscan.net/



