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OnepanuoHHbIE PeKUMbI

anekTpoHHasa mudpoBansHasa KHura (Electronic Codebook — ECB);
cuemnenue mudposanusix 610koB (Cipher Block Chaining — CBC);
mudposannaa obparHas ceasdb (Cipher Feedback — CFB);

obpaTHas ¢BaA3b o Beixoxy (Output Feedback — OFB);
npockans3bpiBarue mudpoBanHoro tekcrta (Cipher Text Stealing — CTS).

Ucnoab3yembie COKpaIieHUA

M; — i-i1 64-6uTOBBIN GJIOK OTKPBITOTO TEKCTA;

C; — i-it 64-6mToBBIHi 6JIOK IIH(DPOBAHHOrO TEKCTA;

E, — dyarnua mudposanus DES, ucnonssymomas K04 k;
D, — bysxnus zxemucbponanha DES, ucnonssyoigas KJaod k;

IV — 64-6UTOBBIM BEKTOP MHUIUMAJIU3AIUY, UCIIOJb3yeMbIii B HEKOTO-
PBLIX peXXHUMAaX AJIA UMHTAUMHK IIPEeAbIAyINero 6JoKa JaHHBIX B CHTVAa-
UM, Korpa obpabarsiBaeTca caMbli MEePBRIA OJIOK.
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[IIndposarue B pexxume ECB:

C, =E (M).

Hemudposanue B pexxume ECB:

M, =D, (C).
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Pe:xxum CBC
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IIIudpposanue B pexkume CBC:
C0 =E (M, ®IV),

C,=E (M ®C)).
Hemmudpposanue B pexxume CBC:
M, =D, (C))® IV,
M,=D(C)®C .



Pexum OFB
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[ITudpoBanne B pexxkume CFB:
CO - MO @Ek(IV),
C = M, eEh(C’_I).

Hemupporanue & pesxunme CFB:
M = C, ®D, 1V),

,M‘ =C ® Dk(CI_1 ).
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IMudposanue B pexune OFB:
G- M ® E (IV),

L - M (iS!E'k(Ri.l )
Hemupporanue & peskume OFRB:
M, =C ®&D(IV),

M =C® D, (R ,),



Aaroputmsbl lnuppoBanusas  JdomoaHeHus: 0J10KOB

1. DES; 1. PKCS7;
2. TripleDES; 2 7Zeros:
3. Rijndacl: 3 None.
4. RC2

Kpunrorpadunyeckue nmoroxu

public CryptoStream(
Stream stream,
ICryptoTransform transform,

CryptoStreamMode mode
};:



Ilpumep mugpoBanus

/ /UndpposaHue

SymmetricAlgorithm sa = TripleDES.Create();

sa.GenerateKey();

key = sa.Key;

sa.Mode = CipherMode.ECB;

sa.Padding = PaddingMode.PKCS7;

MemoryStream ms = new MemoryStream();

CryptoStream cs = new CryptoStream(ms, sa.CreateEncryptor(),
CryptoStreamMode.Write);

byte[] plainbytes = Encoding.Default.GetBytes(text.Text);

cs.Write(plainbytes, @, plainbytes.Length);

cs.Close();

cipherbytes = ms.ToArray();

ms.Close()ﬂ

//BuBog 3awndpoBaHHOrO TEKCTA

str = Encoding.Default.GetString(cipherbytes);

textBox2.Text = str;



Ilpumep aemungpoBanusd

/ / Bewndposarue

te = new Byte[str.Length];

te = Encoding.Default.GetBytes(str);

SymmetricAlgorithm sa2 = TripleDES.Create();

sa2.Key = key;

sa2.Mode = CipherMode.ECB;

sa2.Padding = PaddingMode.PKCS7;

MemoryStream ms2 = new MemoryStream(te);

CryptoStream cs2 = new CryptoStream(ms2, sa2.CreateDecryptor(),
CryptoStreamMode.Read);

byte[] plainbytes2 = new Byte[te.Length];

cs2.Read(plainbytes2, @, te.lLength);

cs2.Close();

ms2.Close();

textBoxl.Text = Encoding.Default.GetString(plainbytes2);



