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Celebrating New Year 2016 with 10% IPv6!
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World Wide Projection ~15% (April 11, 2017)
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Internet Peering Ecosystem

The internet’s undersea world
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Internet Peering Ecosystem
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Runet Peering Ecosystem
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Kaknm ob6pasom IPv6-Tpaduk npucyTcTByeT B IPv4-

IPv4 Header IPv6 Header
Version [|/,/° . Total Length .
. Version Traffic Flow Label

Class

pe .- Fragment

Source Address

Next
Header

Payload Length

Hop Limit

Destination Address

[T T Source Address

Field’s Name Kept from IPv4 to IPv6
- Fields Not Kept in IPv6
- Name and Position Changed in IPv6
I New Field in IPv6

Legend

Destination Address
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Redetining Flow Label in IPv6 and MPLS Headers for
End to End QoS in Virtual Networking for Thin Client

Mohammad Aazam', Adeel M. Syed’, Eui-Nam Huh’
Innovative Cloud and Secunity Lab. Department of Computer Engineenng
Kyung Hee University, Suwon, South Korea.

“Bahna University, Islamabad. Pakistan
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Absmrace— Applications that require fimeliness such as; video
conferencing, Voice over IP (VoIP), Video-on-Demand (VoD)
etc., require quantified and well managed Quality of Service
(QoS). For this, the flow label field in IPv6 header and the Label
field in MPLS header should be used for efficient QoS
provisioning. In this paper, flow label specifications were first
investigated and then a new structure is proposed for QoS
provisioning. The 20-bit field in IPv6 as well as MPLS is meant to
provide QoS, other than labeling or identification purpose. But
its wsage is not standardized and defined that how these 20-bits
must effectively be used to provide maximum possible QoS in a
better way. This paper discusses it by proposing portions for QoS
by explicitly specifving bandwidth, delay, and packet loss. By
keeping the QoS parameters open in this way, it would be easy
for a flow to decide what to reserve and how much to reserve.
After that, mapping of flow label with class field: of IPv6 and
MPLS is presented. In virtual metworks, specially for Thin
client, service quality degradation is a major issue, when IPv4-
IPv6 virtual networks co-exist. This is also where this
redefinition can come very handy.

Keywords—Flow label; IPv6; MPLS; QoS; virtual nenvorking;
Thin client

15 considered to be the best available and most efficient
combination of protocols on laver 2 and layer 3 for routing of
packets. So. the same specification of label field can be used
with both these protocols to allow the stability 1n QoS for a
particular flow, throughout the commumcation, from MAC to
the network layer. A ‘flow’ can be defined as a sequence of
packets sent from a particular source to a particular (unicast or
multicast) destination for which the source desires special
handling for QoS by the intermediate routers [8]. The flow 1=
uniquely identified within the network by the flow label and
its source address. All packets belonging to one flow should
be treated within the network in the same way. The usage of
the flow label 15 not completely specified within the RFCs [8]
and [9]. However the flow label field can be defined as z 20-
bit field that may be used by a sowrce to label sequences of
packets for which it requests special handling by the routers,
such as non-default quality of service or real-time service [8].
Dunng our studies [15, 16], it was realized that in virtual
networking environment, when IPv4 and IPv6 coexist, it
mcwrs some reasonable amount of signaling overhead. due to
which. service quality degrades. Since, redefimtion of flow
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MHoroobpasue mexaHu3mMoB

Dual-stack

Tunneling Translation

Dual-stack 6ind NAT64
Dual-stack lite 6to4

6a44

GRE tunneling
ISATAP

Teredo

6rd

LISP

IPv6 over MPLS
n apyrue

HekoTopble U3 3TUX MeXaHU3MOB MHKaNCYNUPYHOT IPve-nakeTbl BHYTPb
IPv4-nakeToB.

EcTb )xenaHne NnocMOTPETL, YTO HA CaMOM [erie nepeaaeTcs BHYTPU
IPv4-nakeTa (BNoXXeHHbIW BHYTPb IPv6-MakeT — ToXe YacTb IPv6-
Tpadomka, KOTopbI HEOBXOAMMO Y4YUTbIBATb NpU aHanmse). Kakum
obpa3om MOXeT BbITb MHKaNCynMpoBaH IPv6 B IPv4?
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IPv4 tunnel

Tunne“ng connecting IPvé6 routers
A B E F
IPv6 IPv6 IPv4 IPv4 IPv6 IPv6
—_— —_— —_—
flow: X flow: X
src: A src: A
dest: F dest: F
data data
A-to-B: T E-to-F:
IPv6 inside IPv6 inside
IPv4

IPv4



O630p Dual-stack lite

IPv6

IPv4 \

- () IPv6
I;ual—st;ck 4in6 encapsulation nEtWOrk” ,
2001h01[/64 IPv4 Source IPv4: 1.1.1.1
192_165'1.1/24 Source IPv4: 192.168.1.1 . IPv4
S
NAT
2222::1/64
1.1.1.1/24

3anosnHaeTcAa Tabnuua TpaHcnAaumm Ha NAT:

192.168.1.1:XXXX == 1.1.1.1:YYYY (knaccuyeckuin NAT44)
IPv4-nakeT C IP 192.168.1.1 npuwen ot 2001::1
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AHOHCKpyeT MapLupyT 00 2001:470:71:9b8::/64

1 IPv4

IPv6 \ 2
IPv6

" Ipve _E
— —k \_ network —
ual-stac a HurricaneElectric 3
host IPvé tunnel broker IPV6
178.49.90.4/26 pue \ _ ] 2001::1/64

-

IPv6 host

2001:470:71:9b8::2/64 216.66.80.162

1 IPvé HDR Src: 2001:470:71:9b8::2 Dst: 2001::1

2 IPvé HDR Src: 2001:470:71:9b8::2 Dst: 2001::1

3 IPvé HDR Src: 2001::1 Dst: 2001:470:71:9b8::2

4 IPvé HDR Src: 2001::1 Dst: 2001:470:71:9b8::2




CnocoObl MHKancynauum IPve B

Protocol 41 UDP

6to4, 6in4, ISATAP Teredo, 6a44
Easily filtered Less susceptible to filtering

IPv4 source address IPv4 source address

IPv4 destination address
TTL

IPv4 destination address
TTL

Protocol: 41 Protocol: 17

IPv6 source address UDP Source port

IPv6 destination address 3 UDP Destination port

IPv6 source address

IPv6 destination address

Payload I

Payload

IPv6 data
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Translation

4-6 translation
IPv6 IPva
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IPv6 -
\_network ) !
- . DNS64 DNS
|
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-
IPv6 host ISP IPv6 ONLY NATé ~ ~ IPv4 host
2001::1/64 1.1.1.1/24 example.com
2.2.2.2/24
DNS64 ask IPv4 DNS: DNS64 answer IPv6 host:
example.com A: 2.2.2.2 example.com A: 2.2.2.2
example.com AAAA: none example.com AAAA: 64:ff9b::2:2:2:2

IPv6 host 2001::1 oTnpaBnNdAeT NnakeT Ans

IPv6é HDR Src: 2001::1 Dst: 64:ff9b::2:2:2:2
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2001::1/64 1.1.1.1/24

example.com
2.2.2.2/24

3anonHseTca Tabnuua TpaHCnALUM Ha
NAT64:
[2001::1]:8080 == 1.1.1.1:8080

CornacHo RFC6145 3aronoBoK IPvé KOHBepTupyeTcs B IPv4.
MakeT IPv6 NnpeBpaLwaeTcs B IPv4 u BbiCbiriaeTcs yepes IPv4

Tuanxbeﬁc_NAIGA-
IPv4 HDR Src:1.1.1.1 Dst: 2.2.2.2 Payload




Monitoring of Tunneled IPv6 Traffic
Using Packet Decapsulation and IPFIX

By Martin Elich, Matej Gregr and Pavel Celeda



Internet Protocol Flow Information Export

[MpoTokon IETF, onpeaenarowmn ctTaHgapT dKkcnopTa MHdopMauum o
NOTOKaX AaHHbIX C Pa3fiNyHbIX CETEBLIX YCTPOWUCTB.
OcHoBaH Ha npoTokone Cisco NetFlow v9.

NHdhopmMauma 0 NoToKax AaHHbIX MOXET MCMOSIb30BaTbCA B TAKMX 3a4advax,
Kak:

* MOHUTOPUHT TpadomKa, y4eT UCMOSb30BaHNS CETEBbLIX PECYPCOB

* AHanua Tpadguka

» OOHapyxeHne/npegoTBpaLleHNE BTOPXKEHNN

Flow 1:

IPv4 host 192.168.1.1 to IPv4 host 8.8.8.8
TCP src port: 1234, TCP dest port 3333

o Flow 2: Host B
IPv4 host 192.168.1.1 to IPv4 host 8.8.8.8 05

Protocol number = 41 (IPv6 inside)




KpaTtko o

IP traffic

Metering process

Filtering

Exporter process

Analyzer, IPFIX Collector
Vizualizer



CyTb

IPv6
statistic

Flowmon
collector

IPFIX protocol

Flowmon Flowmon
exporter exporter

#1 #in

Input plugin Input plugin
CPU core 1 CPU core n

libsze2 (software interface)

10Gbps NIC (FPGA-based) with load-balancing
(HW accelerated NIC/HANIC)

IPv4
packets

[Tony4eHne cTaTUCTUKK No IPv6-
TpaduKy, MHKaNCcynmpoBaHHOMY B
IPv4 (pa3bop HEKOTOPbIX
TYHHENEN)

Chopuuk IPFIX (B AaHHOM criydae Flowmon) cobupaet
NTOrOBYO CTAaTUCTUKY MO NOTOKaM CO BCEX IKCMOPTEPOB
1 Npe3eHTyeT ee Nonb30BaTento B TOM UMW MHOM BUAE

MHudopmaumsa o notoke nepegaercsa cOOpLUMKY Npu
nomMoLum npotokona IPFIX.

Mpu oGHapyxeHWUn IPv6-nakeTa BHYTpU IPv4, IPv6-nakeT
AekancynupyeTcs U3 IPv4, Ha OCHOBaHUM MHOpMaLUK B
3arosoBke IPv6 NakeT coONnocTaBnseTcs onpeaerieHHoMy
MOTOKY.

MakeTbl pacnpenenstoTcs no obpadboTymkam

Ha kaxxgom siape cuanTt 3KCnopTep ¢ CaMonUCHbIM
nnarnHoM Ans o6HapyxeHuns IPvé B v4
(peanusoBaHo obHapyxeHue Teredo, ISATAP, 6to4)

B ceTn npakTtnyeckn HET nHopmauum no bubnuorteke
Ckopee Bcero, C ee NOMOLLbIO AENAETCs zero-copy

[ns kaxgoro NPUHATOro NakeTa CTaBUT timestamp
HekoTopbiM 06pa3om nony4yaeT X3l 3arofioBka naketa
[anee cornacHo xaLly NakeTbl pacnpeaenstoTcs no
obpaboTunkam



BapuaHTbl HOBOU BbICOKONPOU3BOAUTESTbLHOU

IPv6
statistics

Flowmon
collector

IPFIX protocol

Flowmon Flowmon
exporter exporter
#1 #n

Input plugin Input plugin
CPU core 1 CPU core n

Application interaction layer (zero-copy)

IPv4 parser 1 IPv4 parser n
GPU core 1 GPU core 1
40-100Gb/s — GPU

NIC over DMA . .
with GPUDirect i (AL B

IPv4
packets

Nvidia Tesla Kepler GPU



BapuaHTbl HOBOU BbICOKONPOU3BOAUTESTbLHOU

IPv6
statistics

Flowmon
collector

IPFIX protocol

Flowmon Flowmon
exporter exporter
#1 #n

Input plugin Input plugin
CPU core 1 CPU core n

Application interaction layer (zero-copy)
NIC API

Packet parser

40-100Gb/s
intelligent NIC

IPv4
packets

..‘
¥

Napatech NT100-E3-1-PTP

Accolade ANIC-100K
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