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= LLeAb NpoeKTAa: BbINOAHEHUE MOAYASA 1 U MOAYASA 2 KOHKYPCHOIO 30ACQH
HAUUMOHAAbHOTro YemnuoHata «ABUAUMITUKC 2019 no komneTeHLwu
«CeTeBOE€ U CUCTEMHOE AAMUHUCTPUPOBAHUED.

30AQ4YM MPOEKTA:
- 1. PaccmoTtpeTb Y4EOHO-TEXHUYECKYIO AUTEPATYPY MO TEME KYPCOBOU PADOTHI.

- 2. [MPOAHAAM3MPOBATL OMMCAHME KOHKYPCHOIO 30AQHMS MOAYAS 1 11 MOAYAS 2
ADUANMIMMKC MO KoMmnetTeHumm «CeteBoe M CUCTEMHOE
AAMUHUCTOUPOBAHME).

- 3. OnmcaTb CeTEBbIE TEXHOAOTMM, MCMOAb3YEMbBIE MPU BINOAHEHUM 3AAQHUMN,

~ 4. [IPOAEAATL BTAMbI BLITOAHEHMA MOAYASI 1 KOHKYPCHOIO 30AQHMS
PEMOHAABHOTO 3TANA ABUAMMNUKC 2019 no komneTeHumn «CeTteBoe U
CUCTEMHOE QAMUHUCTPOUPOBAHME),

- 5. CoBeEPLUMTb 3TAMbI BbIMOAHEHUA MOAYAS 2 KOHKYPCHOTO 30AQHMS
PEMOHAABHOTO 31aNA ABUAMMNMKC 2019 no komneteHuun «Cetesoe U
CUMCTEMHOE QAMUHUCTPUPOBAHMEY.
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CABDUAMMITUKCY) — DTO MEXAYHAPOAHOE
HEKOMMEPYECKOE ABMXKEHME, LLEABIO KOTOPOTO
ABAGETCH MOBbILLUEHUNE MPECTMXKA PADOYMX
NnpodoeCccHmm U PA3BUTME NPOFECCHMOHAABHOIO J

OOPA30BAHMSI MYTEM TAPMOHMIALMM AYHLLMX MPAKTUK
M NPOCDECCUMOHAAbHbLIX CTAHAQPTOB BO BCEM MUpPE
MNOCPEACTBOM OPIAHU3ALMM U MPOBEAEHMS
KOHKYPCOB NPOdoeCCUOHAABHOIO MACTEPCTBA
CpeAr MHBOAMAOB KOK B KODKAOM OTAEAbHOM CTPAHE,
TOK Y1 BO BCEM MUPE B LLEAOM.

MoaAyAb 1. TToAKAIOYEHUE U [epBbi AEHb CeteBoe 060pPYyAOBAHME MOAKAIOYEHO COTAQCHO CXEME

HACTPOMKA CETEBOTO NOAKAIOYEHUA. KOMMYTATOPLI M MAPLLPYTU3ATOPSI

O0OPYAOBAHMS HACTPOEHbI COFAQCHO 30A0HMIO. ObecneyeHa nepeAaya
AQHHbBIX MEXAY BCEMM YCTPOMUCTBAMM B CETU.

MOAYAb 2. YCTOHOBKQ M MNepBbi AEHb CO3AQHbI M HACTPOEHbI COTAACHO 3AAQHMIO BUPTYAAbHbIE
HacTpomka OC maLumHbl: Windows Server, Windows 10, Debian, CentOS.




HeobXxoAMMO MPOBECTM MOAKAIOYEHME HOBOTO OPMCA, OTKPbITUE
KOTOPOro HA3HAYEHO HA HAYOAO CAEAYIOLLLEN HEAEAU, K
KOPMOPATUBHOU CETU. [TOCAE DTOTO HOAQAMTL CBA3b C OCTAABHbIMM
odomMCAMM KOMMAHMM. B pACoOpIKEHMM B AQHHbBIM MOMEHT

MMEETCH:
- 2 kommytatopa Cisco Catalyst 2960 Plus;
- 2 mapuupytmzatopa Cisco 2911;

-~  OAMH CEPBEP MOA HY>XAbl BUPTYAAMU3IALLMM.

OcTaAbHOE OOOPYAOBAHME OOELLIAHO
MNOCTABUTbL B OAMKAMLLME AHM. CEMYAC KOXKAbIM
4OC HA CYETY, A MOTOMY HALLIE PYKOBOACTBO
TpebyerT, 4ToObl BCE 3AAQ4YM ObIAM BbIMOAHEHD
CEroAH$ B Te4EeHME 4 HOCOB.

Cxema ¢ 0O03HAYEHUIMM U DAEMEHTAMM
KOHKYPCHOro 30AQHMI ADUAMMITUKC MO
KomneTeHumm «CeteBoe U CMCTEMHOE
AAMMHUCTPUPOBAHUEY NPEACTABAEHA YYTb
npaBsee.

R1:

GO/0 - NocnepHuit agpec cetv ISP
GO/1 - MocnegHue agpeca ceteit LAN1 u MNG
GO/2 - NocnepHuit agpec cetn LAN2
R2:

GO/0 - NMepsbiit agpec cetv ISP
Loopback 22 - Niio6oi appec cetn LAN3
SW1 - Mepsbiit agpec cetu MNG

SW2 - Bropoit agpec cetu MNG
SERVER:

Nic1 - MocnheaHuit agpec cetm Lanl;
Nicl - MocnegHui agpec cetv Lan2;
DC-C - NaTbIv agpec cetv Lanl;

RDC - DHCP client;

Debian-N - 11bi# 1 126144 agpeca cetu Lan2;
CENTOS-N — DHCP client.

ORACLE VIRTUALBOX
Oduc CesepHblit

SERVER

1sp
OSPFv2 area 0

Cetb LleHTpansHoro odumca LAN1: 192.168.N.128/26;
Cets Odmca CeeepHbiii LAN2: 192.168.N.0/27;

Cets Oduca TaéxHbiit LAN3: 192.168.1N.216/29;
Cets ynpasnenua MNG: 176.18.N.32/28;

Cets ISP: 10.0.N.248/30

, roe N — Homep y4acTtHuKa

VMWARE WORKSTATION
LieHTpanbHbii oduc

T

[FEEERRN




MOAYAbB |

[lepBoe, 4TO HEOBXOAMMO CAEAQTD, TOK 3TO COCTABUTL TOMOAOTMIO, KOK MOKA3AHO HO CXEME, AAS
PEAAMIALMM DTUX LEAEN ObIAQ MCMNOAB3OBAHA MPOrPAMMAO-CUMYAITOP CETU MEPEAAYM ACQHHbBIX —
Cisco Packet Tracer.

ST
RoS LTS

LAN1 i
MNG  Gigort </ 11
Gig0/2 k1

[locAe 4ero no 3aAQHMID HEODXOAMMO HACTPOMUTL
NAPAMETPLI CETEN, KOTOPbLIE ObIAM BLIBEAEHDI B
TADAMLLY HMKE. TaKKe HOMEP y4acTHMKA (N) = 1.

Fa0/1

2 %i 4TT
Vi1

I Fi Fa0

‘ FE Fal/
|

vian11
L ﬂ

Fa0/11
2960 . ...
SW2

/8 LAN2Z
Gig1

8

Server-PT
SERVER

CeTb UenTpancHoro oduca LAN1T: 192.168.N.128/26;

CeTt Odnca Cesephblit LAN2: 192.168.N.0/27;
CeTb Oduca Taémxnbiit Lan3: 192.168.N.216/29;

CeTb ISP: 10.0.N.248/30;
CeTb ynpasnenna MNG: 176.18.N.32/28;

N=1
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GO/1.11
GO0/1.77
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176.18.1.46

192.168.1.30
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255.255.255.240

255.255.255.240

255.255.255.192
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176.18.1.46

176.18.1.46
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192.168.1.30



[lpoBeAeHMne BA30BOM HACTPOUKM OOOPYAOBAHMS

[locAe Ha3Ha4YeHMd IP-OApPEeCOB HO MOPTbl CETEBbLIX YCTPOMCTB. COrTAQCHO YKA3AHMIO
KOHKYPCHOro 30AQHMS, HOYMHAS C YHETBEPTOIO 30AAHUS, TPEDYETCSH NPOBECTM OA30BYIO

HACTPOMKY OOOPYAOBAHMS.

Ba30BAs HOCTPOMKO OAHOTO M3 MAPLLIPYTHU3ATOPOB:

Router(config)#hostname CO-Router
CO-Router(config)#enable secret adminin
CO-Router(config) #line vty 0 3
CO-Router(config-line) #password SICICO
CO-Router(config-line) #login
CO-Router(config)#line con O
CO-Router(config-line) #password letmeincon
CO-Router(config-line) #login

CO-Router(config) #service password-encryption

CO-Router(config)#banner motd @Authorized
access only!@

CO-Router(config) #line con O
CO-Router(config-line) #logging synchronous

BA30BA% HOCTPOMKA OAHOIO M3 KOMMYTATOPOB:
Switch(config)#hosthame CO-SW2

CO-SW1 (config)#enable secret adminin
CO-SW1 (config)#line vty 0 3

CO-SW 1 (config-line)#password SICICO
CO-SW1 (config-line) #login
CO-SW1(config)#line con 0
CO-SW1(config-line)#password letmeincon
CO-SW1 (config-line) #login

CO-SW1 (config)#service password-encryption
CO-SW1 (config)#banner motd @Authorized
access onlyl@

CO-SW1 (config)#line con O

CO-SW1 (config-line) #logging synchronous



KondoumrypmposaHme VLAN 1 HacTtpomka VTP

BKAIOYMAM MPOTOKOA VIP Bepcum 3. B kKayecTse oCHOBHOro cepeepa VIP Hactpomam CO-SW
KOYECTBE AOMEHA MCMNOAb30BAAM VTPFIN.ru. McrnoAb3oBatb NApoAb VIPPass AAG 3aLLMTLI VTP.

KOMMYTATOPOX 0ObsiBUAM ceTU VLAN.
CO-SW1(config) #vtp version 3
CO-SW1(config)#vip primary vian
CO-SW1(config)#vip domain VTPFin.ru
CO-SW1(config)#vip password VTPPass
CO-SW1(config)#vian 11
CO-SW1(config-vian)#name LANT
CO-SW1(config-vlan)#vlan 77

HacTpouAn mHrepdemcol mapLupytmiatopos, Ha GO/ 1
poytepa CO-Router peaAm3OBAAM TEXHOAOTUIO POYTEP-HA-
NAAOYKE, MCMOAB3OBAAM NoAbIHTEPdDemcChl gO/1.11 v g0/1.77
A ceten Lan1 1 MNG. BCE 3TO BbIMOAHAAOCH C MOMOLLLBIO
KOMOHA.

CO-Router(config) #interface gigabitethernetO/1.11
CO-Router(config-subif) #encapsulation dotlqg 11 native

CO-SW1(config-vlan)#name MANAGEMENT CO-Router(config-subif) #ip address 192.168.1.190

CO-SW1(config-vlan)#vlan 99
CO-SW1(config-vlan)#name DEPO

255.255.255.192

CO-Router(config-subif) #interface gigabitethernet0/1.77
CO-Router(config-subif) #encapsulation dotlq 77
CO-Router(config-subif) #ip address 176.18.1.46 255.255.255.240
CO-Router(config-subif) #interface gigabitethernetO/1
CO-Router(config-if) #no shutdown

Tabamua VLAN COAEPXUT CAEAYIOLLIME CETU.
-~ CceTb AOKAAbHOM cet LANT — VLAN 11, ¢ umeHem LANT;
~ ceTb ynpasAaeHnd MNG — VLAN 77, ¢ umeHem MANAGEMENT;
-~ CeTb HEMUCNOAb3YEMBbIX MOPTOB — VLAN 99, ¢ umernem DEPO.



HacTpoMka NOPTOB HO KOMMYTATOPAX

Hactpouam IP-aapeca kommytatopoB CO-SW1 um
CO-SW2. Mcnoab3osaam BABC 77 B kKQ4eCTBE CETU
YMNPABAEHUSA CETEBLIM ODOOPYAOBAHMEM; B KOYECTBE
HeTarmpyemon BABC ncnoaszosaam BABC 11. Bce
HEMCMNOAb3YEMbIE MHTEPADEMCHI OTKAIOHMAM, U
nepeseAn BO VLAN 99.

CO-SW1 (config)#int vian 77

CO-SW1(config-if) #ip address 176.18.1.33
255.255.255.240

CO-SW1(config) #int range f0/1,f0/7,f0/8

CO-SW 1 (config-if-range) #switchport trunk native
vian 11

CO-SW1 (config-if) #int range f0/2-6, f0/9-24,90/1-2
CO-SW1 (config-if-range) #switchport mode access
CO-SW1(config-if-range) #switchport access vian 99
CO-SW1 (config-if-range) #shutdown

BKAKOYMAM MPOTOKOA BE30NACHOCTM POort Yy HO
mHTepdoence fal/11; HaA3HAYMTbL MOPT KO TOPA BO
VLAN 11. MakcMMaAbHOE KOAMYECTBO MAC OAPECOB
HQ NopTy POoBHO 60. MAC aapeca OCTAKOTCH B
HAOCTPOMKAX MOCAE nepe3arpyskmi. Crnocob otpabdoTkm
HAPYLUEHMI OE30NACHOCTM ObIA: ODAOKMPOBKAO HE3
YBEAOMAEHUA. Arperaumsa mexay noptamm f0/7-8 Ha
KOMMYTATOPAOX SW1-SW2 ¢ HOMepom
ArpPErMpoOBAHHOIO MHTEPdOENCA 3, BbIMOAHIAQCH HA
KOMMYTATOPOX KOMAHACOMM:

CO-SW2(config)#int fO/11

CO-SW2(config-if) #switchport mode access
CO-SW2(config-if) #switchport access vian 11
CO-SW2(config-if) #switchport port-security
CO-SW2(config-if) #switchport port-security maximum
60

CO-SW2(config-if) #switchport port-security
mac-address sticky

CO-SW2(config-if) #switchport port-security violation
protect

CO-SW1 (config) #interface range Fa0/7-8

CO-SW1 (config-if-range)#channel-group 3 mode on




Hactpowmka SSH Ha ceTteBom 0O0pPYyAOBAHMM

Ha KOMMYTATOPAX M POYTEPAX HA BCEX BUPTYAAbHbIX AMHMSAX

MCMOAb30OBAAM MPOTOKOA SSHV2 € 1024 RSA KAIOHOM, AOCTYM MO

telnet OTKAIYMAM, AAS QBTOPU3ALUM MCMOAB3OBAAM AOKAABHYIO

©Qa30 AQHHbIX MOAB30OBATEAEN. [IOAB3OBATEAb AAT OBTOPM3ALLMM

yepes SSH Ha ycTpomcTBa cisco / SanFranCisco. [MOAb30OBATEAb

ODOAOACET MOKCMMOAbHBIMM MPOUBMAETUAMM. BCe e
KOMMYTATOPbI M MAPLLPYTU3ATOPLI B AOMEHE finCorp.ru. O —

CO-SW1(config) §crypte key generate rsa
The name for the keys will be: CO-SWl.fincorp.ru
Choose the size of the key modulus in the range of 360 to 2048 for

KON\O HA«bI HO I_IpMMepe KOMMYTOTO pO CO_SW] : :{D;:nezal Purpose Keys. Choosing a key modulus greater than 512 may

take

CO-SW1(config)#ip domain name fincorp.ru P —
CO-SW1(config)#crypto key generate rsa R s 102, DL BOA o, Eek L, BRI (O
CO_SW] (Config) # ] 024 CO-SW1l(config) $ip ssh version 2

*Map 1 0:3:52.193: $SSH-S5-ENABLED: SSH 1.93% has been enabled

q q R CO-SW1 (config) §username cisce privilege 15 secret SanFranCisce
CO-SW1(config)#ip ssh version 2 Co_Eu? (confiy) $1ina vey 6 4 . e

CO-5W1(config-line) §transport input ssh

CO-SW1(config)#username cisco privilege 15 secret

CO-SW1 (config-line)f£login local
M CO-SW1l({config-line) §
SanFranCisco
CO-SWl(config-line)$

CO-SW1 (config) #line vty O 4

CO-SW1 (config-line) §

Physical Config CLI Aftributes
SCE——

CO-SW1(config-line) #transport input ssh e s

CO-SW1(config-line)$

CO-SW1 (config-line) #transport output all

Ctrl+F6 to exit CLI focus

CO-SW1(config-line) #login local




ACL, NTP, OSPFv2, DHCP Ha ceTeBOM 0DOPYAOBAHUM

MCNOABb3YS CMIMCKM KOHTPOAS AocTyna (ACL) obecnedymam, 4ToObl YAOAEHHOE MOAKAIOYEHME
MAPLLPYTU3ATOPY BLIAO BO3MOXHO TOABKO C KOMMbIOTEPA Y4ACTHMKA (SERVER), HO npum 310
OTPAHUYMBAAO TPADUK YHEPE3 MAPLLPYTMIATOP.

CepBepomM CUMHXPOHM3ALMK BpemeHM aBageTca CO-Router. Bce OCTOAbHblIE CETEBbIE YCTPOMCTBA
MCMOAB3YIOT ETO B KOYECTBE CEPBEPA BPEMEHU. HOCTPOMAU BPEMEHHYIO 30HY C HA3BAHMEM MSK, yKa3aAm
pa3HuLy ¢ UTC +5 4acoB. MICNOAb3OBAAM CTPATYM 2. MCMOAb3OBAAM AAA CUHXPOHM3ALMM KAMEHTOB
AyTeHTMdomKaumo MDS € KAKOHOM Timestamp.

HACTpOMAM AMHOMMYECKYIO MapLUpyTM3aumio Ha CO-Router u TGORouter ¢ MCNOAb30OBAHMEM MPOTOKOAQ
OSPFv2, 0Ob4BMAM CETU C MCMOAB30OBAHMEM MAS KAKOHA CISCO321 AAf nepeaayin OSPF-NakeTos.
MapLUPYTU3ATOPbLI MOAYHAKOT MHADOPMALIMIO ODO BCEX CETAX.

Ha CO-Router HOCTPOMAM MPOTOKOA AMHAOMMYECKOU KOHAOUTYPALLMKM XOCTOB AAS CE€TU LAN2. YCTpPOMCTBA
NOAYYQAIOT KOppEeKTHbIE ip/netmask 1 gateway. Komnetotep CENTOS-N (SERVER) noAyyvaet aapec
192.168.1.13.

CO- Roufer(conflg}ﬁ%mm‘w@@ié@tew@sfwz 168.1.1 192.168.1.12
CO-Router(config)#imimikspienhiod mmmmammwr@
CO- Roufer(conﬂg} u.z;‘:‘;«;eﬂ;mg“::'s" SR Ll
CO-Router(dhoficietigiarepitiedisn
CO-Router|(Caonfkastbiifpbniicriviat /2]

CO- Roufer(conﬂg}d@ﬁi@# pEietTiomscf

CO-Router(config)igdie DEREDRE @@5&@@%@;@]0%@@@@321
CO-Router(config-router)#network 192.168.1.0 0.0.0.31 area 0

KHeE

X PRSI |



MOAYAb 2

Hactpounam napameTtpsl BIOS komnblotepa AAd paboThl C 1O BUPTYAAMIALMM, MYTEM HOXKATH LLIMA
«Deleten HO KAOBMATYPE, A TAKXKE NepemeLLeHns Mo pasaeAdm: Pasaea M.LT. — Advanced Frequency
Settings — Advanced CPU Core Features. N akTMBUPOBAAU MYHKT SVM, KOTOPbIM 1 OTBEYAET 3A OYHKLLMM
BUPRTYAAM3ALLMM.

YcraHosmam MO VMware Workstation n Oracle VirtualBox.
Co3aaam BM winserv2016 ¢ MapamMeTpamum:.

Hactpomka BIOS noA BUPTYAAM3ALMIO:

; Processors
Device Summary

# Memory 4GB Number of processors: 1 1 v ‘
N\/ISUS  UEFI BIOS Utility - Advanced Mode / 4 [ Processors < Number of cores per processor: [4 v
117282019 . o) | @ english [ElMyFavorite(F3) o Qfan ControlF6) @ EZ Tuning Wizard(F11) T2 dearch(rs) 25 AURA ONJOFFES) mHard Disk (SCST) ~ 40GB Total processor cores: 4
Thursday 1 7-23 | L d 2 p "JCD/DVD (SATA) Auto detect

E:EJP-Jet*,\'ork Adapter  Custom (VMnet0)
USB Controller Present

NO Sound Card Auto detect

= Printer Present
@Display Auto detect

My Favorites  Main  Ai Tweaker ~ Advanced Monitor Boot Tool  Exit [glHardware Monitor Virtualization engine

CPU Preferred mode: iAutomatjc

requenc nperature

er [] Disable acceleration for binary translation
3700MHz  50°C

|| virtualize Intel VT-x/EPT or AMD-V/RVI

s || virtualize CPU performance counters

100.0 MHz 37x

Co3aaam BM DebDes ¢ napamMeTpamu:

Memory
requer Volt G Debbes ] obume [ npessro

PSS Support [ Enabled ~ | 2133MHz 1200V (8 © sorcnovera Vs DebDes
OC: Debian (64-bit)

NX Mode [ Enabled - ; & oncrema

32768 MB
" OnepaTusHas namaTte: 1024 MB
SVM Mode Disabled S TMopAaoK 3arpysku: TBKuit AMCK, ONTHHECKMIT ANCK, JKECTKMI AuaK
e 3 . YckopeHue: VT-x/AMD-V, Nested Paging, MapasupTyanusawms
Disabled J
SMT Mode T ‘ Voltage ik
nabled [\ - (W] Aucnneis

Core Leveling Mode [ Automatic mode 5.2 ] 11.902V 4986V

Elj Hocurenn
( ; \ Enable/disable CPU Virtualization 3’357 v KoHTponnep: IDE
7 i Bropuunbii MacTep IDE:  [OnTudeckuit npusoa] MNycto
KoHTponnep: SATA
SATA nopt 0: DebDes.vdi (ObbiuHeit, 10,00 B)
‘(}1 Ayano
h @ Cerb
# Last Modified ‘ EzMode(F7)|3] | Hot Keys[?] Search on FAQ

4

Version 2.17.1246. Copyright (C) 2018 American Megatrends, Inc. ¥

N

Anantep 1: Intel PRO/1000 MT Desktop (CeTesoit MocT, 'Intel(R) Ethernet Connection (2) 1213-V)




HacTtpomka Active Directory, DHCP, Raid 1, KBOT

OpPraHM3aUMOHHbIE EAMHULLBI, TPYNIbI M
NOAb3OBATEAEM B AOMEHE FInCorp.ru

File Action View Help ] Active Directory Users and Computers

= | ﬂ j[*‘ ‘) R EYTa /&L File Action View Help

=l & B8[XE G

] Active Directory Users and Com

] Active Directory Users and Com
| Saved Queries
v # FinCorp.ru
| Builtin

Name

gDenied RODC Password Repli...
8, Cert Publishers

%Allowed RODC Password Rep...
8 160

%Read-only Domain Controllers
ﬁgprntected Users

%NO_S&IES

B NoIT

!e,Key Admins

lgGroup Policy Creator Owners
ﬁgDomain Users

%Domain Guests

%Dcmain Controllers
EgDomain Computers
%Domain Admins
%DnsUpdateProxy

&2 CO_Sales

%CO_Managers

Napametpbl DHCP Ha CO-DC:

Type Description #
Security Group - D...
Security Group - D...
Security Group - D...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...
Security Group - Gl...

DISKPART> list volume
Members in* Name
| Saved Queries
v i FinCorp.ru
~| Builtin
Cco
5| Admins
3| Managers
o | Sales
| Computers
= | Domain Controllers

Members of

Volume ### Ltr Label

Members in-
Volume @ W
Volume 1 C
Volume 2 D

DVD-ROM
Partition
Mirror

No Media
Healthy
Healthy

= | Admins
3| Managers

Members of ¥

39 GB
2046 MB

System

51 Sales MemEeses Mirorred Vo
| Computers

3| Domain Controllers DISKPART> list disk
| ForeignSecurityPrincipaly Members of

| Managed Service Accour Members in

| ForeignSecurityPrincipal: Disk ### Status
_| Managed Service Accour
All domain g v &1 NO s . GB
All domain ¢ =1 NOIT MB

All workstatit 21 NO_Sales MB

All domain u
3] NOIT
5| NO_Sales

1 TGO

| Users

5ee MB
0B
e B

Designated a 2| TGO
DNS clients v

Online

| Users

File Action View Help

| 25
& DHCP
v F co-dcfincorp.ru
v B Ipva
~| Scope [192.168."
{4 Address Poo

@ Address Leases @ Address Lea B
v R . 2| Reservations| File Action View Help File
) [192.168.1.12 % DHCP
.. Scope Options
2 Policies
3 Server Options \ t4] G =

File Action View Help

KBOTUPOBAHME U TPYMMNbl DDAMAOB AAS
OAOKMPOBKM AAG MAnKKM D:\Folder\Sales:

7 ool
Start IP Address

$3192.168.1.144
[#192.168.1.147

End IP Address

192.168.1.150
192.168.1.148

Reservations Description

v Bl co-dcfincorp.ru &7 [192.168.1.146] for CO-RDS

Address range for dist
W i 1Pv4 IP Addresses excluded|
v (] Scope [192.168.1.12 hé

£} Address Pool

3 File Server Resource Manager

Action  View Help

|| 2@ BE

3 File Server Resource Manager (Local)

5 Quota

v 59 File Screening Management

3a File Server Resource Manager (Local)
v 58 Quota
(4 Quotas

File Action View Help Fiter: Show all: 1items

Filter: Show all: 1items

Quota Path % Used Limit Qu... | SourceTe... | Match ...

B & File Screen Path | Screening Ty... | File Groups Match T...

Source Template

4| Policies

¥| Filters
Yo Allow
X3 Deny

co-dc.fincorp.ru

B IPva |

v [7] Scope [192.168.1.128
£} Address Pool

) Address Leases

| Reservations
Scope Options

P ‘ Option Name
|

003 Router
006 DNS Servers

015 DNS Domain Name

Vendor

Standard
Standard
Standard

Value

192.168.1.190
192.168.1.133, 8.8.8.8, 8.8.4.4,
FinCorp.ru

3] Quota Templates

55 File Screening Management
& File Screens
5] File Screen Templates
) File Groups

B Quota Type: Hard (1 item)
Hard  50MBlimited Yes

<

£} Storage Reports
& Classification Management
& File Management Tasks

= Quota details: D:\Folders\Sales
- Limit: 50.0 MB (Hard)
Used: 1.00 KB (0%) Peak Usage: 1.00 KB (0%) Peak Time: 6/9/2020 6:47:10 PM
Avaiable: 50.0 MB
= Volume details: D
Capacty: 2.00GB

& File Screens
(5] File Screen Templates
1] File Groups
&) Storage Reports Management
&l Classification Management
& File Management Tasks

& Source Template: BAN_SALES (1 item)

IS DiFolders\Sales  Active Block: Audio and Video Files, ... BAN_SALES

=I-File screen details: D:\Folders'\Sales
Screen type: Active
Fie groups (Block): Audio and Video Files; Executable Files; System Fies
Screening hierarchy details: D:\Folders\Sales
Effectively blocked: Audio and Video Files, Executable Fies, System Files
Exceptions on subfolders: 0




HacTpomKa rpyrnnoBbIX MOAUTUK KAMEHTAOM AOMEHA, AOOABAEHME T users K
AOKOABHOM Tpynne AAMMUHUCTOATOPOB, MOAKAIOYHEHUNE CETEBbLIX AMCKO AAS

MOAb3OBATEAEM AOMEHA, BKAIOYEHME YAQAEHHOTO PABOYEro CToAd Ha Bcex MK

[TOMMEHEHHAA MOAUTUKA YHETHBIX 3AMMCEN
AAS BCEX MOAB30OBATEAEM AOMEHA FINCorp.ru:

e Action View Help

= | 2 5 K

& Computer Configuration
v [ Policies
Software Settings
“ Windows Settings
| Name Resolution Policy
[ Scripts (Startup/Shutdown)
= Deployed Printers
F Security Settings
7 Account Policies
5 Password Policy
5 Account Lockout Policy

Policy
4| Account lockout duration
2| Account lockout threshold

{84 Reset account lockout counter after

Policy Setting

5 minutes

3invalid logon attempts

2 minutes

Group Policy Management Editor

File Action View Help

-/ Default Domain Policy [CO-DC.FINCORP.RU] P A
v (& Computer Configuration
v [ Policies
7 Software Settings
_| Windows Settings
| Name Resolution Policy
&) Scripts (Startup/Shutdown)
Deployed Printers
F Security Settings
v 3 Account Policies

Policy
| Enforce password history
Maximum password age
Minimum password age
22, Minimum password length
2 Password must meet complexity requirements
<] Store passwords using reversible encryption

AoOaBAeHMeE noab3oBaTeAen otaeAd NO/NO _IT B
AOKOABHYIO FPYRny AAMMHUCTOATOPOB:

Group Policy Management
£\ Forest: FinCorp.ru
v (£ Domains
FinCorp.ru
#i/ Default Domain Policy
1 Co
51 Admins
51 Managers
51 Sales
Domain Controllers
NO
51 No_IT
s/ AddLocalAdmins
7 NO_Sales
160
% Group Policy Objects
5 WMI Filters
1 Starter GPOs
i Sites
Group Policy Modeling
% Group Policy Results

| AddLocalAdmins [CO-DC.FINC|
v (& Computer Configuration
] Policies
v [ Preferences
| Windows Settings
v [ Control Panel Setting
7P Data Sources

(3 Folder Options
#G Local Users and ¢
(@) Network Options|
&, Power Options

(@ Scheduled Tasks
& Senvices
v % User Configuration
7 Policies
| Preferences

Processing

Stop processing items in
extension on errol

Run in u: ct:
Remove if not applied:
Apply once:

Filtered directly:

Filtered by ancestor
Disabled directly:
Disabled by ancestor:

Description

Name

@ Administrators (b... 1

Order Full Name

Update  N/A

Action

Administrators (built-in) Properties

Local Group  Common

g Action:  |Update

Group name:

Administrators (built-in)

Rename to:

Desription:

Policy Setting

7 passwords remember]
60 days

1 days

8 characters

Disabled

Disabled

[TOAKAKOYEHME CETEBOU MAMKM AAY
COTPYAHMKOB MPOACX:

(R File Action View
e 2@ X G

Group Policy Management

Window  Help

Hrm=

i/ Defautt Domain Pol
co
Admins
Managers
v & Sales
51/ AddNetShareSalesDrive
51 Domain Controllers
NO
v & NoT
5/ AddLocalAdmins
O Salac

General  Common

Options common to allitems

temevel targeting

BKAIOYEHME YAQAEHHbBIX PABOYMX CTOAOB
HO BCEX KOMMbIOTEPOX B OUAMAAE

File Action View
TR

rive [CO-D]
# Computer Configuration
Policies
] Prefere
# User Configuration
Policies
v [ Preferenc
v ] Windows Settings
) Applications

>

«CeBepHbIN.

&
=] Allow users to connect remotely by using Remote Desktop Services
Comment:

O Disabled

Supported on: ("4t least Windows Serve

Joptions:

Next Setting

Professional

computers by using Remote Desktop Services,

P
connect remot
Desktop Ser

Ifyou di
to the targe

target computer

Processing

Stop processing items in
W Targeting Editor

Remove if not applied: New ltem ~ | Add Collection | ftem Options - % @

f<dthe user is a member of the security group CO\CO _Sales]

Filtered directly:
€72 AND the user is 2 member of the security group CO\NO_Sales

Fitered by ancestor
Disabled directly:
Disabled by ancestor:

Description

up [CO\CO_Sales
0] ‘s—1-5-11—1194152459—14&5?31mrewsws—uc@

[ erimary group

\ Preferences  Extended  Standard

| 8 Windows Firewall: Alow inbound Remote Desktop exceptons
| BE] Windows Firewal: Allow inbound Remote Desktop exceptions

nfigured  Comment:

Supported on: P Professional with SP2

policy setting, users who are members of the

roup on the target computer can
to the target computer by using Remote

ot accept any new incoming connections,

do not configure this pol
he Remots

to determine w

ting, Remote Desktop
tting on the target

ther the remote connection

incoming
component of
| selected and administrators cannot clear i,

~ X Delete

Windows Firewall blocks this
Remote

s from 10.0.0.1
If you do not configure this policy setting, Windo,
nthe




TAkMm OOPA30OM B AQHHOM PABOTE BLIAO PACCMOTPEHO BbIMOAHEHUE KOHKYPCHOIO 30AQHMS

ABUAUMIUKC KOMMNETEHLMM «CEeTeEBOE M CUCTEMHOE AAMMHUCTPUPOBAHUEY, COCTOSLLLEE M3 MOAYAEM:

y

MoAYAb 1. TTOAKAIOHEHME M HOCTPOMKA CETEBOIO OOOPYAOBAHMS

- MOAYAb 2. YCTAQHOBKA M HACTpomka OC

B COOTBETCTBMM C BbILLIEMIAOXKEHHbBIM, LLEAb KYPCOBOTrO MPOEKTA AOCTUTHYTA NyTEM PELLEHMS
MOCTCABAEHHbIX 30AQY, BLIMOAHEHHbIE KOHKYPCHbIE 3A0AQHUA MOAYAS T 1 MOAYAST 2 HOLMOHOABHOIO

yemrnmoHata «ABUAUMITMKC 2019 no komneTeHumm «CeteBoe U CUCTEMHOE OAMUHUCTPUPOBAHMEN.



[OCYAAPCTBEHHOE ABTOHOMHOE INMPOPECCHNOHAABHOE OBPA3OBATEA
YHPEXAEHME

CTEPAUTAMAKCKMIN MHOTOMNPOPUABHbBIN MPOPECCUOHAABHBIM KOAA

KYPCOBA4A PABOTA

«BBINOAHEHNME KOHKYPCHOTIO 3AAAHNA PETMOHAABHOTO 3TATA ABUAUMITMKC 2019
MO KOMMETEHUWMWN «CETEBOE M CUCTEMHOE AAMWHNUCTPUPOBAHMEY

BbIMOAHMA:

ctyAeHT Il kypca rpynnel CCA-39
crneumaabHoctm 09.02.06 CucremHoe
M CETEBOE OAMMUHUCTPUPOBAHME
AAMOPOBCKUMM TUMYP
BAQAMMMPOBIMY.

PYyKOBOAUTEAD:
CrepAamntamak, 2020 LLlapadomnes PUHAT POQCHMMOBMA.



