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O KOMINAHUNM

C HaMW CNOYXHble BelW CTaHOBATCA ﬂpOCTbIMl/I!

CobcTBeHHada cny)kba nogaep)Xkm pabortaeT
6e3 NnepepbiBOB 1 BbIXOOHbIX

BpemMa oxxmngaHna Ha NTnHuKM He 6onee 29
CekyH[a

MooburpaeM HY>KHY KOHPUIypaL Mo
obopynoBaHM4, KOTOpas NMOTHOCTbIO 3aKpoeT
BaLLM MNOTPEeBHOCTM

BHegpgaem otoenbHble NpoayKThbl B Bawy  loT-
cuctemy nnu IP-tenedoHumto

PaboTaeM No goroBopy M cobntogaeM CPoKM

BepéM Ha cebs BClo BYMa)KHYHO BOSTOKUTY

99.9%

rapaHTUS
CTabuIbHOCTU cepBMCa

5 ner

yCrneLwHowm paboThl
Ha PblHKE

24[7

TexXHM4YecKaa noaaeprkka
OT HaLLMX crneLumanmcToB




BAXXHOCTDb 2FA

Hy>kHa N gByxpakTopHaa ayTeHTUudunKauma (2FA) gna puHaHCOBOW opraHmM3aumii?

Bepundukauumm

DuUHydpexkaeHns 3aboTaTcad O CBOEM K/IMEHTE U
CTapatoTCca He O6peMEHATb ero MacCcom
OOKYyMeHTaL MK, KOTopasd NoaATBEPXKOAET IMYHOCTD.
B cnegctBum, 3TO MPUMBOOAUT K CHUXKEHUIO YPOBHS
3aLLMTbl YYETHbIX 3aMMCEN N CHETOB.

[ToOKa MOLUEHHUKWM CTPEMATCA MNoNy4YnTb OOCTYI K
YYETHbIM 3altMCAM N OMNYCTOLWLINTb CHETa KITMEHTOB,

CIDI/IHaHCOBbIe OopraHmM3aunmmn TaTe/1IbHO aHaJTM3NPYIOT
OrbIT 60pb6bl C TaKNMMWM aTaKaMWN N TTPUNXOOAT K TOMY,
4TO OHU yH3BUMDI B npoLeccax:

be3onacHocTH

DrHaHCOBbIE OpraHM3aUnmM He ABNAKTCH
rapPaHTOM TOTO, YTO TONTbKO KJTMEHTbI MOIyT
MONYy4YMTb OOCTYMN K CBOMM CUETaM. YBEPEHHOCTb
N goBepue KIMeHTa — 3a710r 4ONTOCPOYHOro
coTpyoHM4YecTBa M MPUOPUTET HOMEP OAUH.



COEPDLI NTIPUMEHEHMA 2FA

KoMy Mone3Ho 1 kakue 3agadu peluaet?

it

BaHKku
3awmTa nHdopMaLmnm O cyeTax AR
KNMMEeHTa M nepeBo CpencTs

E-commerce
ABTOpM3aLMA Ha CamTax,
NoOTBEPXOEHME MOKYMOK

o

Putenn
[MpoBepKa NokynaTenem, nposegeHme
onepaumm cCo CKMOAOYHbIMU KapTaMm

NMpuno)XxeHusa
Ilna nocTtyna B YYETHYHO 3aMuncb



KAK 3TO PABOTAET?

[ByxdakTopHaa ayTeHTUdUMKaLMAa — 3TO MeTod, BEPUPUKALMM KNMEeHTa, OCHOBAHHbIW Ha
NoATBEPXAEHWM NMMYHOCTM MONb30BaTe1a C MOMOLLbIO ABYX, HE3aBUCKMMbIX APy OT APYra,
dbakTopOoB. Hanpumep, KpomMe BBOAa Mapond, HY»XXHO TakyKe BBECTM OOHOPA30BbIV KOO, KOTOPbIW
NPUXOOUT Ha MOYTY MK TenedoH.

Homep TenedoHa McXOAALLMIN 3BOHOK €O

cry4YanHoro Homepa

Kopn aBTOopM3auumn

XXXX

Kop aBTOpUsauuu

BAPUAHT 1

1. KnneHT nony4yaeT BXoAALLMM 3BOHOK C HOMepa
+38089123 XXXX.

2. KnneHT BBOAUT KOO aBTOPM3aLLMM, 0O03HAYEHHbIN
ymcriaMu, 3aMeHgao L mMMmM XXXX.

3. [locTyn noaTBep»XKaeH.

V4
.\

Mcxopsawmim 3BOHOK co
cny4YanHoro Homepa

ABTOpM3aums

BAPUAHT 2

1. KnMeHT nony4daeT BXoAALWMM 3BOHOK C paHOOMHOro
HoMmepa.
2. KnMeHT ¢ MoMolLLblo MOACKa30K aBTOOTBETUYMKA

BBOAOMUT, K MpumMepy, undpy 1.
3. [1locTyn noaTBep»kaeH.



LUDPbI U CTATUCTUKA

B uéMm 3akntoyaeTcs Bbiroga 1 6e30MnacHOCTbL?

CpaBHeHMe 3aTpaT Ha ayTeHTUDUKaLMIO

3,600,000 'UAH

1,800,000 'UAH

300,000 'UA 150,000 'UAH

SMS 2FA

BB mecay HMBrog

[Npwn yCNnoBUK, YTO OCYLLLECTBIAIOTCA 1 M/TH. TpaH3aKLI,MI;I B MeCdL]

(12 mnH. B roa). MNo TapndmKaumm: CTOMMOCTb 1 TpaH3aKLMmM
MeTogoM SMS cocTtaBngeT 0,30 rpH; 2FA ot ITTell - 0,15 rpH.

50% 3KoOHOMUM

/

77%

53%

Cnbiwanu o 2FA Wcnonb3yrot 2FA
2017 HW2019

B 2017 rony 28% pecnoHOeHTOB UCMob30oBasin 2FA B cpaBHEHUM
c 53% B 2019 roay. 3TO CyLLEeCTBEHHbIN NPUPOCT B 6€30MNacHOCTU
nonb3oBaTtenen Ha 25%.

Kak B 2017, TaKk u B 2019 roay, AOMUHUPOBana ayTeHTudmMKauumsa
c noMoublo SMS. BepodaTHo, MOTOMY, 4YTO 3TO Hamnboree
npennaraeMbli BapuaHT M OpraHmM3aumnam Npmuxogmnoch
BHEOPATb 3TOT METOM, XOTb OH CHUTAETCH MeHee 6e30MacHbIM,
4yeM ronocosom 2FA.

UctoyHuk: Duo Labs Report "State Of The Auth”
Pexxum foctyra: https./duo.com/assets/ebooks/state-of-the-auth-2019.pdf




2FA OT ITTell

C HaMW CNO)XHble BelW CTaHOBATCA ﬂpOCTbIMl/I!

2FA ot ITTell - 310 nerko HacTpanBaeMada naaTpopma,
KOTOpas COKOHOMUT 0 50% Balumx pacxoooB* 1 B pasbl
YBEMNYUNT YPOBEHb 0OBEPUSA KITMEHTOB.

* 0,15 rpH 3a 0OMH OOCTaBNEHHbIM 3aMpPOC

3allMLLEHHbIN OOCTYnM

OHNanH BepndUKaUna NTMYHOCTU

HaoexXHble roJiloCoBble CepBUCHI

i@é} NHTerpaumnda vepes API

/




MoBbICbTe NOANIbHOCTDb
KJINEeHTOB, obecneyus
a6CONMIOTHYIO MPUBAaTHOCTD!

CBSYXXMTECb C HAaMM U Mbl MOOMOTOBUM
onTMManbHoOe pelleHne Bawmx 3agau.

LWAT 2

YyTteM Bawum noxxenaHuna M HacTpoumMm
OBYXPaKTOPHYO ayTeHTUGUKaLUMio noa Bawl 6msHec.

WAl 3

O6by4nM Ballimx coTpygHMKOB M ocBoboamMM Bac oT
PYTUHHbIX 3a4a4!
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