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O6uan 6e30nacHOCTb B MUHTEPHETE
Wi-Fi cetn
ONLINE urpbl

KnbepOy/IMHI Uan BUpTyasibHOE
n3aeBaTesibCTBO

KomMnbloTepHble BUPYChI
Mo6u1abHbIM TenedoH
[TOKYNKM B MHTEpPHETE




B Halm AHW MHTEpHET cTan
HEOTbEMNIEMOM YacTblo HalLEM
XU3HMU.

C ero noMoLblo Mbl NOJIy4Yaem
MH(OPpMaLUIO, obulaemcs,
0OMEHMBaEMCH NAHHbIMM,
onjiayMBaemM TOBapbl U YCAYru,
oTrnpaBnAeM  JOKYMEHTbl  ANf
NOCTYNAEeHUA B BY3bl U JAeNlaEM
MHOroe Zpyroe.

BMmecTte Cc TeM UHTepHeT TauT B
cebe OnacHOCTM — O HUX
HE06X0AMMO 3HaTb, YTOObI
nlberatb Mx.




WI-FI CETU










ONLINE UI'PDbI




B nogoGHbIX Urpax CTOMUT ornacaTbCA He
CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXkKu

TBOEro naposii, Ha KOTOPOM OCHOBAaHa
CMCTEMA aBTOPM3aLMM 6ONbLIMHCTBA UP.
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He vyKasbiBauTe /MYHYHO MHGOpMaUMio B
npocdamne wurpbl. Takum 06pasom, Apyrue
MIPOKU He cmoryT Bac Hamth u Bbl 6yaete B
6e30rnacHoOCTM.

MCnosib3yM CIOXKHbIE U Pa3Hble NApPOU.
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KUBEPBYIZIUHI MU
BUPTYAJIbHOE
M3AEBATE/IbCTBO
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YXanoba Ha nonbaosatens

Yanoba

MoxanyicTa, coodlyuTe HaM NPUYMHY, MO KOTOPOH CTPaHMLA
Mnoxoro yenosexa LOMKHA ObiTb 3a6N0KMpPOBaHa:

MopHorpadua

Paccobinka cnama

OcKopBUTENbHOE NoBeaeHue

PeknamHan CTpPaHuua, 3aCOoPAOLLAA NOUCK

KNoH Moei CTpaHuLbl (MNK MOA CTapas CTPaHuua)

KoMmeHTapum

3pecb CTOMT onucaTb rzpot’)ner.'.y

3aKpbiTb M710X0MY UENOBEKY AOCTYN K MOEit CTpaHULe




KOMIMbOTEPHbIE BUPYCbI




TpossHCKaa nporpamMma - BpedoOHOCHas
nporpaMmma, MnpPOHUKAaKLWAss Ha KOMMbIOTEP
noa BMaom 6e3BpegHon.




Spyware (LUNMOHCKOE nporpaMmmMHoe obecreyeHune) - nporpamMmma,
KOTOpasi CKPbITHbIM 0O6pa3oM YCTaHaBMMBAETCS Ha KOMMbIOTEP C
Lenbd  MOMIHOrO UMM YaCTUYHOroO KOHTponsi 3a paboTton
KOMMNbHOTEpPA.
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CeTteBow 4YyepBb - Pa3HOBUAHOCTb
CaMOBOCMNPON3BOASLLINXCSA KOMIMbIOTEPHbIX
nporpamMmm, pPacrnpoCTPaHSIIOLLNXCA B
rfokanbHbIX M rnobarbHbIX KOMMbIOTEPHbLIX

cetax. YepBb 4£ABNAETCA CaMOCTOSATENbLHOU
nporpamMmMon.




Pytkmt (Rootkit) - nporpamma wuvnu  Habop  nporpamm,
NCNOMb3YIOWMX TEXHOMOMMN  COKPbITUA CUCTEMHBbIX OOBLEKTOB
(pannos, npoueccoB, OpanBEPOB, CEPBMUCOB, KIKOYEW peecTpa,
OTKPbITbIX MNOPTOB, COEAMHEHMA W Np) nocpeacTtsomM obxona
MEXaHNU3MOB 3aLLMTbl CUCTEMBbI.
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MOBWJIbHbIA TEJIE®OH







NMOKYIKN B UHTEPHETE
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HacTpomkn, KoTopble
MOMOIYT COXPaHUTb
6e30nNacHOCTb aKKayHTa:

MN3MeHUTb Nnaposib.

[lpBA3aTb aKKayHT K
MOGUJIBHOMY TenedoHy.

06aBuThb 5
10N0JIHUTENIbHBIM e-mail

Ncnoab3oBaTb 5
cneymanbHble HACTPOMKMU
6e30MacHOCTH

Ucnonb3oBaTb
"6e3onacHoe
coeanHenune” (HTTPS)




OyHKUUMU
0e30nacTHOCTM

® ABTOOGHOB/IEHUA
® HacTtpouKa cookie

® YCTaHOBKa MacTep-
napoJiAa

® bnoknpyemoe
coaeprkmmoe

® 3awmTa oT
MOLLEHHMYeCTBa




dyHKUMA 6e30nacHOro noucka - "OuabTp
besonacHoro nomucka Google"

® Bkntovas TaKom punbTp, Thl
NpaKTU4YeCKM MNOJIHOCTbIO Orpaxjaellb
ceba oOT Mata W nopHorpacdmm B
pesy/ibTaTax NoMcKa.

Kak 3to caenatb?
1. MNoceTn CTpaHMLUy HACTPOEK.

2. B pasgene "besonacHblit noMCK"
BblbepU YpoOBEHb 3aLUMThI.

' _\ ™ 3. Crporasa dunbTpaupa - ybupaeTt wu3
0 O _ e pe3ynbTaToB noucka Google He TOMbKO
\ ’ . BMAEO M M300pa’KeHUA CEKCyaslbHOro

XapakTepa, HO M CCbIJIKM Ha NoAo6Hble
matepuasnbl.

YMepeHHasa ¢uabTpauua - youpaet m3
pesynbTaTtoB noucka Google BMAeo W
M300parkeHUsA CEKCyasiIbHOrO XapaKTepa,
HO He 3aTparmMBaeT CCbIJIKM Ha NOA406HbIe

maTepuarbl. JToT napameTp
besonacHoro  mouMcKa  3aJaH  no
YMOJIYAHMIO.

He npuvMeHATb dUAbTP K pe3ysbTaTam
NMomcKa - NoJIHOE OTKJIlYEHUE (PUNLTPOB
be3onacHoro noucka.

4. VYKazaB Tpebyembli YpOBEHb
6€30MacHOCTM, HaXMM BHM3Y 3KpaHa
KHOMKY "COXpaHUTb HAaCTPOUKMK".




dyHKUMA 6e30nacHOro nomcka -
«CeMeHnHbIN NOUCK>

© Bkntouas B HacTpoMKax noncKa
pexuM «CeMenHbIM NOUCK» Ha
KOMNbloTepe, Tbl MPaKTUYECKHU
MNO/IHOCTbIO Orpaxjaelwb cebA

OT MaTa M nopHorpadpun B
pe3y/ibTaTax NoMCKa.
Bocnosib3oBaTbCA
MHTEpdENCOM «CemenHoro
NoOUCKa» 6e3 MCnosb3oBaHMA
HacTpoeK MOHO no
v LX) e
Hanperca Bce 3APECY '
@ CaM cauT He Mm3MeHsaeTcH,

MEHAETCA TOJIbKO Bblga4a
pe3y/ibTaTOB B NOUCKE.




